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1 Introduction

QEF console is a web based interface used to setup parts of QualiWare handled by QEF. An
internet shortcut to the console can be found in the QualiWare group of start menu on the
computer that QEF was installed on.

QEF is responsible for handling:

e Users and groups

e Active Directory Synchronization of users and groups
e Licenses

e logging

e Modules

2 Working with Modules

The modules tab in QEF Console shows an overview of installed modules. From here modules can
be installed, uninstalled, started and stopped. Updating a module is simply done by installing it
again (no uninstall is necessary).

During module installation, you will be asked if you want to reuse existing settings for the module,
if such exists. Also when uninstalling a module, you will be asked if you want to keep settings for
module, so they can be used again if installing module again later.

Settings available for modules differ, but some are currently available for all modules:

e Module: Basic information of module

e Configuration: Automatic start, logging and monitoring, restart on fail behavior
e Dependencies: Information on dependencies between modules

e About: Version information for module

For web modules (modules used through a web interface), the name is shown underlined. If the
module is running, the name works as a link to the start page of that module.

2.1 Module general info

Below is how module settings page looks like (main module info):
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Module - QualiWare Integration Server

Module Configuration Dependencies About

Mame: QualiWare Integration Server

Type: Exe

Id: 89c5b000-e32d-4b2f-8380-cel15be7f5cd?
Version: 6.3

QualiWare Integration Server module enables interaction with QualiWare

Lifecycle Manager database repository.
Description:

|  # Advanced |

I EH ox [| & Cancel || «* Apply |

2.2 Module configuration

Each module has Configuration tab where can be specified its Startup type, Log level, Monitoring
level and Restart on fail behavior:
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Module - QualiWare SharePoint Connector
Module Configuration Recovery Dependencies About

S

Startup type: Auto lLJ
H

Log level: [Debug t]
Maonitoring level: Debug lLJ fl

| -] oK || & Cancel || «" Apply |

Startup types:

— Manual: a module won’t start when QEF service starts
— Auto: a module will be started when QEF service starts

Default is Manual.

Log level defines the lowest log record type to be written to the QEF Log from a module. Default is
Debug.

Monitoring level the lowest log record type to be monitored by QEF monitoring service.
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Module - QualiWare SharePoint Connector

Module Configuration Dependencies About

First failure: Restart the Module

Second failure: Restart the Module

Subsequent failures: Restart the Module

i

Fail count: |3

| Il oK || & Cancel || «" Apply |

Restart on fail defines whether to try to restart a module once its fail is detected.

Restart after consequent fails defines whether to keep trying to restart a module after fail after
Maximum restart tries were unsuccessful.

2.3 Dependencies

Dependencies tab displays modules dependent on a particular module and modules the module
depends on:
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Module - QualiWare Integration Server

Module Configuration About

This module depends on the following QEF components:

4 L

The following QEF components depend on this module:

~ QIS WebForms v.6.3 [
""" QCL Engine Manager v.G.3
e QIS Repository Administrator v.6.3

[ El ok || @ cancel || «" Apply |

When starting a module QEF also tries to start the dependencies if they are not started yet.

2.4 Detailed version info

About tab contains detailed version information including build revision and hash:
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Module - QualiWare Integration Server

Module Configuration Dependencies

Product: QualiWware Integration Server
Company: Qualiware
Version: 6.3.0.115

Revision mark:  18df0d233b3c @ 2015-10-06 UTC (Debug)
Copyright © QualiWare 2014

[ i ok || @ Cancel || «" Apply |

Please see the following sections for details on how to install and configure specific modules.

3 Installing QIS, RA and Web Forms Modules
3.1 Preface

This document describes the steps necessary to install or update QualiWare Integration Server
(hereinafter QIS), Repository Administrator (hereinafter RA) and Web Forms modules.

3.2 Prerequisites

QEF is installed and running.

Document Name: 4. QEF Console.docx 20 8/54



qualiware’

Enabling positive change

3.3 Module Description

QlS, RA and Web Forms are the main modules that provide access and control of objects and
repositories.

RA enables management of QIS repositories.

Web Forms enables access to repositories with objects through QIS from Web.

3.4 Installing and Updating QIS, RA and Web Forms Modules

Below are the steps to install and update modules:

1. Open Admin Console -> Modules.
2. Click Install.

g@‘m http://localhost/QEFDemo/Consol 2 ~ & || I CFF Administration Cansole | | {1 ead ko]

File Edit View Favourites Tools Help

qUOIIWCII'em QEF Administration Console Current user: Admin LOG OUT W

Enabling positive change

SECTIONS I 3 Modules

Welcome and Start I Start Stop Restart Settings - Uninstall

QEF Configuration [ ] Name Type Status Description Version

Modules » Mo records to display.

Data Sources

Active Directory Synchronization

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

@ Qualiware. All rights reserved.
Support: support@qualiware.com - 6.3

h—— | (1] (0] Pagesie: 15 (7] DS GR

3. Click Browse and select modules deployment package (zip archive).
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’

Enabling positive change

Admin LOG OUT B

Module Installation Wizard

Please select a deployment package to upload.

SECTIONS (.

Welcome and Start The installer will uplead a Qualiware Execution Framework deployment package from the specified
QEF Configuration Efﬁet;?:)-tment package can contain one or more QualiWare modules. Version
m The location of a deployment package (*.zip):
S — | Browse...
Click to specify the location of the deployment package te be installed.

Active Directory Synch

Then dlick Next to upload selected deployment package.
Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

| @ cancel |
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
(] L« [1]l 2 (n]  pagesie: 15 (] 01tems n 1 pages

4. When deployment package is uploaded, click Next.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help
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Admin LOG OUT B
Module Installation Wizard

Deployment package uploaded.

SECTIONS (o

Welcome and Start The installer will uplead a Qualiware Execution Framework deployment package from the specified
location.

QEF Configuration A deployment package can contain one or more QualiWare modules. Versi

m The location of a deployment package (*.zip):

w i ormsAndRAZIp x R

Data Sources

Active Direct synct Click to specify the location of the deployment package te be installed.
Then dlick Next to upload selected deployment package.

Users and Groups

Sessions

Licenses

Logging and Monitoring

Mail

Access Log Transaction Codes

About

| © Cancel | | o Next> |
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
(] L« [1]l 2 (n]  pagesie: 15 (] 01tems n 1 pages
S, ..L,L,L...........L.>.>%>L>9~» ._2._.>.>-

5. After reading the license agreement click Next.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole

File Edit View Favourites Tools Help
©
qualware s s
o eitsting Module Installation Wizard
Please read the License Agreement
SEeTions ]
Welcome and Start
1 ~
QEF Configuration License Agreement .
m for QualiWare software (hereinafter called the "Program")
from QualiWare ApS (hereinafter called the "Licensor™)
Data Sources
Active Directory Synchronizatio
1. The Extent of the License
Users and Groups
1.1.
Sessions The Licensor grants a non-assignable, non-transferable and non-exclusive licence to the
8 Licensee to use the Program for the number of defined users included i the Licence.
Licenses
1.2.
Logging and Monitoring Furthermore, Licensee has the right to use all written documentary material, manuals
etc. in connection with the Program.
Mail
1.3.
Access Log Transaction Codes The Licensee's right to use the Program 1s persenal and solely for the Licensee's own
internal data processing operations (not for commercial time-sharing, rental or service v
o e S S YU PR
"] Click Next if you have read the License Agreement and you agree with its terms and
conditions; otheriwise, click Cancel
| @ cancel | | W Net> |
@ Qualiware. All rights reserved. — | >
Support: support@gualiware.com - 6.3
() L« [1]l 2 (] pogesie: 15 (] 01tems n 1 pages

6. Enable or disable use existing module settings. Enabling it allows use of module settings
from the previous installation. Click Next.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B

Module Installation Wizard

Deployment package successfully uploaded.

SECTIONS (o

Welcome and Start The installer will guide you through the steps required to install Qualiware Execution Framework
modules from the uploaded deployment package.

QEF Col uration e
nfig [ use existing module settings (role assignment, startup type, log level, etc)

m () Checking this checkbox will use settings left from previously installed version of this module(s) if any.

Data Sources Unchecking this checkbox will override existing module settings with the default values specified in module's
deployment descriptor.

Active Directory Synchronizatio Press Next to extract the deployment package and start installation.

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3

llj llJlLJ llj Page size: m 0 items in 1 pages

7. |Ifitis an update, click Yes to confirm uninstall of previously installed modules.

Document Name: 4. QEF Console.docx 20 13 /54



qualiware’

Enabling positive change

I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %
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Admin LOG OUT B

Module Installation Wizard

Looking for existing modules...
SEeTions (=
Welcome and Start The following modules have to be uninstalled prior to installing this deployment package:
- + Qualiware Integration Server v.6.3
QEF Configuration « QIS Repository Administrator v.6.3 Version
= QIS WebForms v.6.3
|anagement of
6.3.0.185
Continue and uninstall all listed modules? ps and their users

Data Sources :

QualiWare Integration 6.3.0.185
Active Directory Synchronizatio

iables interaction with

| ; 6.3.0.185
Users and Groups epository.
Sessions
Licenses
Logging and Monitoring
Mail
Access Log Transaction Codes
About

| @ cancel |
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
[MJ“J[»J[NJ Pagesize:m 3 items in 1 pages
S, ..L,L,L...........L.>.>%>L>9~» ._2._.>.>-

8. Ifitis a first-time installation or in step 6 use existing module settings was disabled, enter
database settings and click Next.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B

Module Installation Wizard

Executing deployment actions: Creating data sources

SEeTions = ]
Welcome and Start Qualiware Execution Framewerk module needs the following data specified to be properly installed.
QEF Configuration Name: RepositoryDefinitionDb Version
Data Sources
Active Directory Synchronizatio| Server Name: |(\oca|] ‘
Users and Groups Database Name: |Q]S| x‘
Sessions Authentication: [Use credentials that the QEF is running under ]
Licenses
Logging and Monitoring
kit Provider Name: DatabaseProviders MSSql E]
Access Log Transaction Codes
About

| @ cancel | | o Next> |
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3

[ UUJ [ W] Pagesize: 0 items in 1 pages
S

9. If database already exists, press Yes to confirm install using existing database.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B

Module Installation Wizard

Executing deployment actions: Creating data sources

SECTIONS i

The database "QIS' already exists on the server. Use the existing database? Press 'No' to enter other
name for the database.

QEF Configuration e

Data Sources

Welcome and Start

Active Directory Synchronizatio

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About
| @ cancel | @ Mo |
@ Qualiware. All rights reserved. — | >
Support: support@gualiware.com - 6.3
LU uu w Page size: 0 items in 1 pages
e L.,

10. Review installation log and click Close. If installation fails, see QEF log for error details.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B
Module Installation Wizard

Installation completed successfully.
SEeTions S~
Welcome and Start Message Log:
Info: Module a%c5b000-232d-4b2f-8380-ce15be7f5cd7/6.3 has been installed.
QEF Configuration Info: Module ed09cff5-cee8-4835-960c-b3a33147a1f5/6.3 has been installed. Versi
Info: Module 5dd2e272-83f2-4afc-Bf18-02632258b022/6.2 has been installed.
== et saoms
bs and their users
Data Sources .
QualiWare Integration 6.3.0.185
Active Directory Synchronizatio
iables interaction with
| ; 6.3.0.185
Users and Groups epository.
Sessions Summary:
QualiWare Integration Server 6.3 install
Licenses QIS Repository Administrator 6.3 install
Logging and Monitoring Qs WebForms 6.3 install
Mail
Access Log Transaction Codes
About
. @ Close
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
[MJ“J[»J[NJ Pagesize:m 3 items in 1 pages

3.5 Installing and Updating QLM Module

Below are the steps to install and update QLM module:

11. Open Admin Console -> Modules.
12. Click Install.
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e@|w hitps://localhost/qef10/consale/ O ~ @ O|| aw QEF Administration Console | | {1 had i2F

® - - .
quullware QEF Administration Console Current user: Admin LoG oUT m

Enabling positive change

=
SECTIONS i | Modules
Welcome and Start I Start Stop Restart Settings m Uninstall
QEF Configuration [] Name Type Status Description Version
QCL Engine Manager module provides means to register instances of
. QCL Engine in RA. It also monitores the state of each instance and
Ri
Data Sources ["] QL Engine Manager Exe @ Running ensures that it is in synchronization with QualiWare Integration 10.1.0.459
Server,
Active Directory Synchronization -
[ oIS Client Web @ Running %Iesbcllent enables interaction with Qualiware Integration Server from 10.1.0.459
Users and Groups
QIS Repository R QIS Repository Adm or enables mar of QualiWare
- Administrator Web @ Running Integration Server repositories and their users 10.1.0.459
Sessions Administrator 9 P
QTS Manager enables management of QualiWare Task Scheduler
Licenses ["] OTS Manager web @ Running - 10.1.0.459
L . d Monitori Qualiware Connector for R Qualiware Connector for SharePoint Server medule enables 1.0,
e — | O SharePoint Server Exe @ Running interaction with Microsoft SharePoint. 10.1.0459
"
Mail i Qualiware Integration Qualiware Integration Server module enables interaction with
Ri
o Server Exe @ Running Qualiware Lifecycle Manager database repaository. gUEEES
Access Log ; .
[ QualiWare Task Scheduler B @ Running Qualiware Task Scheduler allows to plan execution of various QEF 10.1.0.450
QualWare Task Scheduler module commands.
Profiler
About
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 10.1
| E——— page size:[15 -] B

13. Click Browse and select QLM module deployment package (zip archive).
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help
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Admin LOG OUT B

Module Installation Wizard

Please select a deployment package to upload.

SECTIONS (.

Welcome and Start The installer will uplead a Qualiware Execution Framework deployment package from the specified
QEF Configuration Efﬁet;?:)-tment package can contain one or more QualiWare modules. Version
m The location of a deployment package (*.zip):
S — | Browse...
Click to specify the location of the deployment package te be installed.

Active Directory Synch

Then dlick Next to upload selected deployment package.
Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

| @ cancel |
@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
(] L« [1]l 2 (n]  pagesie: 15 (] 01tems n 1 pages

14. When deployment package is uploaded, click Next.
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qw https://localhost/qef10/console/ O = @ & || aw QFF Administration Console %

= - - -
quullware QEF Administration Console Current user- A epeni
Enabling positive change
SECTIONS Module Installation Wiz: o x

Welcome and Start Deployment package uploaded.

QEF Configuration (e Version

m The installer will upload 2 Qualiware Execution Framework deployment package from the specified bans to register instances of
location. fate of each instance and 10.1.0.459

Data S A deployment package can contain one or more QualiWare modules. Rualiware Integration

= = . The location of a deployment package (*.zip):
AT LR Ty 5 e TN iED are Integration Server from

@ QmModulezip x Remove 10.1.0.459
Users and Groups
Click B i ify the location of the depl nt package to be installed T L e 10.1.0459
ick Browse to speci e location of the deployment package to be installed.
— pedify ploy packag Sers
Then dick Next to upload selected deployment package. paliWare Task Scheduler 10.1.0.459
Logging and Monitoring FREE R 10.1.0.459
Mail hles'_, interaction with 10.1.0.450
pository.
Access Log . .
fexecution of various QEF 10.1.0.450
Profiler
About

| @ cancel | o Next> |

© Qualiware. All rights reserved.
Support: support@aualiware.com - 10.1

7 items in 1 pages

15. After reading the license agreement click Next.
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole

File Edit View Favourites Tools Help
©
qualware s s
o eitsting Module Installation Wizard
Please read the License Agreement
SEeTions ]
Welcome and Start
1 ~
QEF Configuration License Agreement .
m for QualiWare software (hereinafter called the "Program")
from QualiWare ApS (hereinafter called the "Licensor™)
Data Sources
Active Directory Synchronizatio
1. The Extent of the License
Users and Groups
1.1.
Sessions The Licensor grants a non-assignable, non-transferable and non-exclusive licence to the
8 Licensee to use the Program for the number of defined users included i the Licence.
Licenses
1.2.
Logging and Monitoring Furthermore, Licensee has the right to use all written documentary material, manuals
etc. in connection with the Program.
Mail
1.3.
Access Log Transaction Codes The Licensee's right to use the Program 1s persenal and solely for the Licensee's own
internal data processing operations (not for commercial time-sharing, rental or service v
o e S S YU PR
"] Click Next if you have read the License Agreement and you agree with its terms and
conditions; otheriwise, click Cancel
| @ cancel | | W Net> |
@ Qualiware. All rights reserved. — | >
Support: support@gualiware.com - 6.3
() L« [1]l 2 (] pogesie: 15 (] 01tems n 1 pages

16. Enable or disable use existing module settings. Enabling it allows use of module settings
from the previous installation. Click Next.

Document Name: 4. QEF Console.docx 20 21/54



qualiware’

Enabling positive change

I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help
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Admin LOG OUT B

Module Installation Wizard

Deployment package successfully uploaded.

SECTIONS (o

Welcome and Start The installer will guide you through the steps required to install Qualiware Execution Framework
modules from the uploaded deployment package.

QEF Col uration e
nfig [ use existing module settings (role assignment, startup type, log level, etc)

m () Checking this checkbox will use settings left from previously installed version of this module(s) if any.

Data Sources Unchecking this checkbox will override existing module settings with the default values specified in module's
deployment descriptor.

Active Directory Synchronizatio Press Next to extract the deployment package and start installation.

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3

llj llJlLJ llj Page size: m 0 items in 1 pages

17. If it is an update, click Yes to confirm uninstall of previously installed modules.
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aw  https://localhost/qef10/console/ O ~ @ & || aw QFF Administration Console %

2 - . -
quallwure QEF Administration Console Current user. RALE sosouT =
Enabling positive change
SECTIONS Module Installation Wizard o x
Welcome and Start Looking for existing modules...

QEF Configuration Lz I Version

m The following modules have to be uninstalled prior to installing this deployment package: Lans to register instances of
fate of each instance and

* QLM v.10.1 hualiviare ration 10.1.0.459
Continue and uninstall all listed modules?
Active Directory Synchronization are Integration Server from
10.1.0.459
Users and Groups -
hagement of QualiWare 10.1.0.459
Sessions e
N 10.1.0.459
Licenses
Jaliviare Task Scheduler
Logging and Monitoring LS
Mail fr module enables 10.1.0.450
Access Log hle.-_; interaction with 10.1.0.459
pository.
Profiler 5 5
kxecution of various QEF 10.1.0.459

About

| © cancel |

©® Qualiware. All rights reserved.
Support: support@gualiware.com . 10.1

w wu uJ Page size: 8 items in 1 pages

18. Edit the share to your liking and click on Next.
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o - - -
quallware QEF Administration Console Current user: Admin Los our =
SECTIONS Module Installation Wizard o x
Welcome and Start Executing deployment actions: Creating shared folders
QEF Configuration oo e~ Version
m The installer will guide you through the steps required to install Qualiware Execution Framework ans to register instances of
modules from the uploaded deployment package. kate of each instance and DES
Data rces ualiware Integration o
=] ["A creste shared folder to be used by the module 5
Active Directory Synchronization 9
~ Checking this checkbox will create shared folder with readonly access Blfe Mgl SR T T 10.1.0.459
Users and Groups Ay permissk Please change folder permissi after installation is finished if
needed. nsa:':ment of Qualiware 10.1.0.450
Sessions
Licenses Share name: |QLM X ‘ e T @izl 10.1.0.459
Logging and Monitoring Share description: (LM share pr module enables 10.1.0.459
Mail :ulgshi;:;emchon with 10.1.0,450
Access Log . _
kxecution of various QEF 10.1.0.450
Profiler
About
| ©caneel | | o next>

© Qualiware. All rights reserved.

Support: support@gualiware.com - 10.1

(o (o [t o () g sz 15 ()

7 items in 1 pages

19. Review installation log and click Close. If installation fails, see QEF log for error details.
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°@|w hitps://localhost/gef 0/console/ O ~ @ G” aw QEF Administration Console ‘ ‘ 2 e fel
o - - -
qualiware QEF Administration Console Current user Admin Lo our =
Enabling positive change
SECTIONS Module Installation Wizard [=
Welcome and Start Installation completed successfully.
QEF Configuration " Version
Info: Module a3baftbf-Th3f-4c74-b263-052252c569f2/10.1 has been installed. ate of each instance and TR
Data Sources Info: Module QLM started. JualiWare Integration S
Active Directory Synchronization i
are Integration Server from o o
Users and Groups :
iagement of Qualiware 10.1.0.450
Sessions EEE
. 10.1.0.459
Licenses

Summary: aliWare Task Scheduler 10.1.0.450

Logging and Monitoring
QLM 10.1 install

Mail r module enables 10.1.0.459

Access Log bles interaction with 10.1.0.459
pository.

Profiler
execution of various QEF 10.1.0.450

About

© Qualiware. All rights reserved.

Support: support@gualiware.com . 10.1

LRI \l b | M| Pagesize: 15 E] 8items in 1 pages

4 Installing QCL Engine (QCLE)
4.1 Preface

This document describes steps necessary to install or update QCL Engine (hereinafter QCLE)
module.

4.2 Prerequisites
In order to install and update QCLE module, the following requirements must be met:

- QEF and QEF Admin Console are installed and accessible;
- QIS module is installed;

4.3 Module Description

QCLE module is used to run and maintain QCLE instances. It performs the following tasks:
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- Provisioning different QCLE instances;

- Starting/stopping QCLE instance processes;

- Maintaining QCLE instance states after unexpected crashes;

- Monitoring and reporting of QCLE instance configuration changes;
- Serving QCLE instance requests.

4.4 Installing and Updating QCLE Module

QCLE module installation/update procedure is typical. The following are the steps necessary:

1. Open Admin Console -> Modules.
2. Click Install.

- oW
e@\ﬂ http://localhost/QEFDemo/Consol 0 + € || I QEF Administration Cansole | | 1 A 2
File Edit View Favourites Tools Help
I e . .
ql.ICI iware QEF Administration Console Current user: Admin LOGOUT m
Enabling positive change
—
SECTIONS I ¢ | Modules
Welcome and Start I Start Stop Restart Settings - Uninstall
QEF Configuration [] Name Type Status Description Version
Modules » QIS Repository QIS Repository Administrator enables management of
Runnin .3.0.
O Administrator web @ g Qualiware Integration Server repositories and their users 6.3.0.185
Data Sources : S . .
[ oIS WebForms Web @ Running QIS WebForms enables interaction with Qualiware Integration 6.3.0.185
_ N . QIS WebForms Server from Web.
Active Directory Synchronization ) ] . i
] QualiWare Integration e @ Rumning QuaI!Ware ll?tegratmn Server module enabIE§ interaction with 6.3.0.185
Users and Groups Server QualiWare Lifecycle Manager database repository.
Sessions
N ‘
Licenses I
Logging and Monitoring
Mail
Access Log Transaction Codes
About
@ Qualiware. All rights reserved.
Support: suppert@gualiware.com - 6.3
— | ][t 2] (2] page sz 15 (7] Bl il [EGE

20. Click Browse and select modules deployment package (zip archive).
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I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B

Module Installation Wizard

Please select a deployment package to upload.
SEeTions ]
Welcome and Start The installer will uplead a Qualiware Execution Framework deployment package from the specified
location.
QEF Configuration A deployment package can contain one or more QualiWare modules. Versi
The location of a deployment package (*.zip):
== et saoms
| — bs and their users
Data Sources QualiWare Integration 6.3.0.185
Active Direct synct Click to specify the location of the deployment package te be installed. - - -
Then dlick Next to upload selected deployment package. _ablg M o 6.3.0.185
Users and Groups epository.
Sessions
Licenses
Logging and Monitoring
Mail
Access Log Transaction Codes
About
[
@ Qualiware. All rights reserved.

Support: support@gualiware.com - 6.3
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3. When deployment package is uploaded, click Next.
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File Edit View Favourites Tools Help
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Admin LOG OUT B
Module Installation Wizard

Deployment package uploaded.

SECTIONS (o

Welcome and Start The installer will upload a Qualiware Execution Framework deployment package from the specified
location.
QEF Configuration A deployment package can contain one or more QualiWare modules. _

The location of a deployment package (*.zip):
== et saoms
bs and their users

@ QclEngineManagerzip = Remove
Data Sources QualiWare Integration

Click to specify the location of the deployment package te be installed.

6.3.0.185

Active Directory Synch i i :
Then dlick Next to upload selected deployment package. _:blgl ||:tyeradmn i 6.3.0.185

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

| @ cancel | | o Next> |

@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3

llj llJlLJ llj Page size: - 3 items in 1 pages

4. After reading the license agreement click Next.
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=] - |

Users and Groups

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

1.1.
The Licensor grants a non-assignable, non-transferable and non-exclusive licence to the
Licensee to use the Program for the number of defined users included i the Licence.

1.2.
Furthermore, Licensee has the right to use all written documentary material, manuals
etc. in connection with the Program

1.3.
The Licensee's right to use the Program 1s persenal and solely for the Licensee's own
internal data processing operations (not for commercial time-sharing, rental or service

LSRR TR DU U SRR SRR | PRI (PR S SRR I L

"] Click Next if you have read the License Agreement and you agree with its terms and
conditions; otheriwise, click Cancel

@ Qualiware. All rights reserved.

| @ Cancel |

Support: support@qualiware.com - 6.3
(i) (<[] r)(n) Pagesie:[15 []

e@‘m http://localhost/QEFDemo/Consal 0 = & || I CFF Administration Cansole | | {1 ead ko]
File Edit View Favourites Tools Help
®
qualware T oo ®
Enabling positive change Module Installation Wizard
Please read the License Agreement
SECTIoNS (o
Welcome and Start
5 ~
QEF Configuration License Agreement P
5 - 5 w "
for Qua.lle_ﬂe software (her_emaﬂer called the‘:' _Progra.rf )] anagement of -
from QualiWare ApS (hereinafter called the "Licensor™) Le and their users 3.0
Data Sources i s
QualiWare Integration 6.3.0.185
Active Directory Synchronizatio i i
1. The Extent of the License ables interaction with ¢ 5 g 495

epository.

3 items in 1 pages

5. Enable or disable use existing module settings. Enabling it allows use of module settings
from the previous installation. Click Next.

NOTE: In case the module update is performed, it is advised to use existing module settings
in order to persist registered QCL Engine instances data and other module settings;
otherwise, the data will be destroyed.

Document Name: 4. QEF Console.docx 20

29 /54




qualiware’

Enabling positive change

I http://localhost/QEFDemo/Consel © ~ & I CFF Administration Cansole %

File Edit View Favourites Tools Help

quahware’
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Admin LOG OUT B

Module Installation Wizard

Deployment package successfully uploaded.

SECTIONS (o

Welcome and Start The installer will guide you through the steps required to install Qualiware Execution Framework
modules from the uploaded deployment package.

QEF Col uration e
nfig [ use existing module settings (role assignment, startup type, log level, etc)

C—— ————
@ Checking this checkbox will use settings left from previously installed version of this module(s) if any. bs and their users B

Data Sources Unchecking this checkbox will override existing module settings with the default values specified in module's .
deployment descriptor. QualiWare Integration

6.3.0.185

Active Directory Synchronizatio Press Next to extract the deployment package and start installation. EMEs i R T

; 6.3.0.185
Users and Groups [epository.

Sessions

Licenses

Logging and Monitoring

Access Log Transaction Codes

About

@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
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6. Review installation log and click Close. If installation fails, see QEF log for error details.
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-
e@‘m http://localhost/QEFDemo/Consol 2 ~ & || I CFF Administration Cansole | | {1 ead ko]
File Edit View Favourites Tools Help
®
qualiware Admin LoG ouT m
o eitsting Module Installation Wizard
Installation completed successfully.
SECTIONS i
Welcome and Start Message Log:
Info: Module 9c5dafd0-ffd4-4fb6-9900-2f196b175f0/6.3 has been installed.
QEF Configuration e
onitores the state of 6.3.0.185
Data Sources lynchronization with
Active Directory Synchronizatio
anagement of 6.3.0.185
ks and their users
Users and Groups
Qualiware Integration
- Summary: £.3.0.185
Sessions :
QCL Engine Manager 6.3 install ables interaction with
P ; 6.3.0.185
Licenses epository.
Logging and Monitoring
Mail
Access Log Transaction Codes
About
@ Qualiware. All rights reserved.
Support: support@qualiware.com - 6.3
|14 || b || M| Pagesize: 15 B 4 items in 1 pages

4.5 Advanced Setup

QCLE module maintains a connection with all QCLE instances in order to issue commands or serve
requests. In order to perform this task, local named pipe channel is setup every time instance is
started by means of QCLE module. Named pipe channel is created with the use of Microsoft WCF
technology and is configured the same way any other channel is.

By default, channel will have unique auto-generated name. In case there is a compelling need to
change this behavior, please perform the following:

Open Explorer.

Go to QEF Installation Folder.

Go to Modules.

Go to QCL Engine Manager. Open the version you’re configuring.

Edit Qem.Module.exe.config file, serviceModel section, endpoint configurations.

e wWwN e

NOTE: In case of erroneous channel specification QCLE instances will be stopped and restarted
invariably.
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4.6 Data Migration

NOTE: It is highly recommended to avoid tampering with internal QCLE data since it is prone to
change; for migration purposes, simple upgrade procedure would suffice in most scenarios.

QCLE module doesn’t create its own data storage, instead it utilizes settings to store data. To
access internal QCLE data, following steps are to be performed:

1. Open Admin Console -> Modules.
2. Select QCLE Manager.
3. Click Settings.

m http://localhost/QEFDemo/Consol 2 « & || Il QEF Administration Console

File Edit View Favourites Tools Help

qI.ICIIIWCII‘e® QEF Administration Console Current user: Admin LOG OUT m

Enabling positive change

SECTIONS T | Modules

Welcome and Start start (@ Stop () Restart _ gk Install ¢ uninstall

QEF Configuration [ ] Name Type Status Description Version
Modules

Data Sources

Active Directory Synchronization

QIS Repository . QIS Repository Administrator enables m it of
o Administrator Uy ()G QualiWare Integration Server repositories and their users BAED
Users and Groups N _ N . .
[] QIS WebForms Web @ Running QIS WEf'[JFDrITIS gnables interaction with Qualiware Integration 6.3.0.185
Sessions Server from Web.
i Qualiware Integration . QualiWare Integration Server module enables interaction with
“
Licenses O Server Exc @ Running Qualiware Lifecycle Manager database repository. PERD

Logging and Monitoring

Access Log Transaction Cedes

About

© Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
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4. Click Advanced.
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Access Log Transaction Codes

About

File Edit View Favourites Tools Help
hware inistrati
qualiware QEF Administration Console Gurrent user: Admin Log our &
Enabling positive change
SECTIONS Module - QCL Engine Manager
Module Configuration Dependencies About
Welcome and Start
QEF Configurati Name: [2CL Engine Manager
Type: Exe
Data Sources Version: 6.3
- - R QCL Engine Manager module provides means to register instances of
AL T T e T D e QCL Engine in RA. It also monitores the state of each instance bles management of 6.3.0.185
Description: and ensures that it is in synchronization with QualiWare Integration ositories and their users
Users and Groups Server. . i
n with QualiWare Integration 6.3.0.185
— [ i)
Mule enables interaction with

[Fozrozs hbase repository. 6.3.0.185
Logging and Monitoring
Mail

| Eok | @ Cancel || o Apply |

@ Qualiware. All rights reserved.
Support: support@gualiware.com - 6.3
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For each repository, a separate key in the registry is created. Registry key is named after

repository identifier.
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m //localhost/QEFDemo/Consal O ~ & nQEFAdmmistrat\on Console »

File Edit View Favourites Tools Help

tp:

DEF Administration Console Current user: Admin LoG ouT §
Registry Editor - QCL Engine Manager

et Changes to registry may require restarting of QEF or medules.

# Edit o Add 3 Delete |

[ Name Type Value

<QemSettings z:Id="1" z:Type="Qem.Common.JemSettings" z:Assembly="Qem.Common, Version=6.
B String xmins:i="http:/fwww.w3.0rg/2001/XMLSchema-instance” xmlns:z="http://schemas.microsoft.com/200:
‘\models\qwc32.exe«/ x003C_ExeFilePath_x003E_k__ BackingField:<m_login z:Id="3">DIc3tKStnzgsa
\medels</m_modelsDirectoryPath><m_password z:Id="5">VyY88ZL+CLu/CILHLsvMokBS/tRYHIzWs8t|

I T T O |

| Hok || @dose || « Apply |

~

| >

Support: support@aualiware.com - 6.3 -
é L el (n) pageste:15 [7] 4 toms in 1 pages

Each registry key contains 2 settings — Instances and Settings. Instances contain data for
all QCLE instances (configuration identifier, username, password, working directory); Settings
contain instance-agnostic data — path to QEl executable.

NOTE: Any changes to settings may cause QCLE module to crash and is not currently
supported. Use at your own discretion.

To execute a migration, full structural contents copy should be executed manually.

5 SharePoint
5.1 Preface

This document describes installation and configuration of QualiWare Document Connector
(hereinafter QDC).
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5.2 Prerequisites

The document assumes that QualiWare Exceution Framework (hereinafter QEF) is installed. As a
client Web Forms and/or QualiWare Lifecycle Manager (hereinafter QLM) may be installed, but
not required.

License in QEF is required for QDC to work with SharePoint server.

Some of the configuration steps may require domain administrator permissions.

5.3 Supported Servers

Supported server operating systems: Windows Server 2008, Windows Server 2008 R2, Windows
Server 2012, Windows Server 2012 R2.

Supported SharePoint Servers: SharePoint Server 2010, SharePoint Server 2013.

5.4 Installation of QualiWare Document Connector
// TODO

5.5 Configuration of List of SharePoint Servers

Before QDC can connect to any SharePoint server, a list of SharePoint servers must be defined.

To define list of SharePoint servers follow these steps:
1. Open Admin Console -> Modules.
Select QualiWare SharePoint Connector.
Click Settings.
On Module tab click Advanced button.
Click Add.
Set name Settings, select type String.
Insert this string in JSON format and change Urls and names to yours:

NoubkwnN

{"Servers": [{"Name":"Friendly name for server 1", "Url":"your server 1 address here",
"Type":"Qdc.QualiWare.Connectors.SharePoint"}, {Name":"Friendly name for server 2",
"Url":"your server 2 address here",
"Type":"Qdc.QualiWare.Connectors.SharePoint"}],"ContentProvider":"Qdc.Providers.Quali

Ware"}
Example:

{"Servers":[{"Name":"Default SharePoint
Server","Url":"http://sharepoint/","Type":"Qdc.QualiWare.Connectors.SharePoint","Path"
"Test/Shared
Documents"}],"ContentProvider":"Qdc.Providers.QualiWare","DefaultServerName":"Defa
ult SharePoint Server"}
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List can contain any number of servers. Add them in a similar way.

Make sure addresses that are set above are the same as in module license(s).
8. Click Add.
9. Click OK.

5.6 Permissions

In order for user to browse SharePoint libraries using QualiWare SharePoint Connector module
(Document Browser), user must have read permission. Read Permission Level by default does not
include Browse Directories permission. To grant minimal read permission:

Open SharePoint site.

Go to Site Actions -> Site Permissions -> Permission Levels.

Click on Read permission level.

Click Copy Permission Level.

Give name to new permission level.

Check Browse Directories under Site Permissions.

Click Submit.

Assign created permission level to user or group, which needs read access to SharePoint
site.

O NV kR WNRE

5.7 Configuration of Single Sign-On

QDC supports Single Sign-On when no password is required to connect to SharePoint server.

5.7.1 Prerequisites

By default QEF Windows service is run using LocalSystem account and all Application Pools in IIS
are run under ApplicationPoolldentity. Despite the fact that this is a correct configuration, it is
advised to use domain service account to run QEF Windows service and Application Pool.

5.7.2 Log on as for Windows Service

It is advised to specify domain service account used to run QEF Windows service during QEF
installation. Otherwise the setting will be restored back to its original value, when QEF is re-
installed, upgraded or re-configured.

To set domain service account as account to run QEF Windows service:
1. Open Windows Services.

Right-click QEF Windows service and select Properties.

Open Log On tab.

Select This account.

Enter domain service account credentials.

vk wnN
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Services = | =] =
File Action View Help
e EEeE B » o nw .
. QEF Properties (Local Computer) -
7 Services (Local) ' Services (Local)
General | Log On | Recovery | Dependencies
QEF Name [As ~
+ QEF Log on as: ice@cfc.local
Stop the service % Rem: ctem
Restart the service
Rem, Allow service to interact with deskiop stem
4 Rem stem
Description: . Remi (®) This accourt |QLMseNice@dc local | | Erowse... Service
Enables deployment of QualiWare “ Rem tem
reedules, o and grous - :
. - . + Remi Service
management, security and licensing, !
+ Remi rvice
+ Resu stemn
% Rout| stem
4 RPC Service
4 Seco stem _
% Secy rvice B
- Secu stem
 Servi stem
< Shell stem
+Sma rvice
< 5ma stern
% Sma stem
- sniu ot | e
% Snovmeertory et TS 1 T8 Sore TG AOtoTatT Cotar system ~
', Extended i Standard

Click OK.
Restart QEF Windows service.

Update Configuration Files

.NET Remoting must be setup to use secure channel. Modify:

Program Files\QualiWare\QEF\Bin\Qef.exe.config
Configuration files of all installed modules and QLM

Section:

<configuration>
<system.runtime.remoting>
<application name="QEF">
<channels>
<channel secure="true”>.

Impersonation level must be set to impersonate. Modify:

Program Files\QualiWare\QualiWare Execution Framework\Bin\Qef.exe.config
Program Files\QualiWare\QualiWare Execution Framework\Modules\QualiWare
Integration Server\6.0\Qis.exe.config

Program Files\QualiWare\QEF\Web\Console\Web.config

Program Files\QualiWare\QEF\Web\WebModules\QIS WebForms\6.0\Web.config

Section:
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<configuration>
<system.runtime.remoting>
<application name="QEF">
<channels>
<channel secure="true” tokenlmpersonationLevel="impersonation">

3. Impersonation must be enabled. Modify:

- Program Files\QualiWare\QEF\Modules\QualiWare SharePoint
Connector\6.0\Bin\Qdc.Module.exe.config

Section:

<configuration>
<system.runtime.remoting>
<application name="QEF">
<channels>
<channel secure="true” impersonate="true">

4. Impersonation level must be set to delegation and servicePrincipalName must be set to
server or domain service account. Modify:

- Program Files (x86)\QualiWare\QLM\models\qwcd32.exe.config

a. SPN of server where QEF Windows service is running, if it is running under
LocalSystem account.

Section:

<configuration>
<system.runtime.remoting>
<application name="QEF">
<channels>
<channel secure="true" tokenlmpersonationLevel="Delegation"
servicePrincipalName="HTTP/<server_name>">

b. Domain service account, if QEF Windows service is running under domain service
account.

Section:
<configuration>
<system.runtime.remoting>

<application name="QEF">
<channels>
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<channel secure="true" tokenlmpersonationLevel="Delegation"
servicePrincipalName="<qef_account>@<domain_name>">

5.7.4 Internet Information Services (IIS) Configuration
5.7.4.1 IS Application Pool

1. Open Internet Information Services (1IS) Manager.

Select Application Pools.

Click Add Application Pool... action.

In Name enter QualiWare.

In .NET Framework version seletc the .NET Framework v4.0.
In Managed pipeline mode select Integrated.

oukwnN

Internet Information Services (11S) Manager = =] =

®© ‘J » KF-QLM + Application Poals

File View Help
Connections

@9 Application Pool FEITE
= = ication Pools =
€, - ]S 51 pp (& Add Application Pool...
:_3 Start Page This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, contain one or more Set Application R
4 -5 KF-OLM (DPA-DOM-Thqwsc) applications, and provide isolation among different applications. Application Pool Tasks
) Application Pools
4.[8] Sites Filter: » ¥ Go - (gShow All | Group by: No Grouping -
) Default Web Sit = n B Siop
4 ault Web Site Name Status  .NETCLRV.. Managed Pipel.. Identity Applications b ooy
& NETvAS Started w40 Integrated ApplicationPoolldentity 0 - Sea]
ET 4.5 Classic  Started w40 Classic ApplicationPoolldentity 0 Edit Application Pool
efaultAppPool  Started v Integrated ApplicationPoolldentity 3 [E Basic Settings...
2 Qualiware Stated w40 Integrated OLMsenvice@cfclocal 7 Recycling...
= Advanced Settings..
Edit Application Pool _ Rename
K Remove
‘Quahwm | View Applications
NET CLR version: @ Hep
[.NET CLR Version v4.0.30319 v]

Managed pipeline mode:

Integrated v

Start application pool immediately

Ready

!

7. Click OK.

Click on the application pool and click Advanced Settings... action.
9. Select Identity setting and click Browse... button.

o

Document Name: 4. QEF Console.docx 20 39/54



qualiware’

Enabling positive change
LE| Internet Information Services (1IS) Manager ==
@ “3 b KE-QLM b Application Poals |Gn @ -

File View Help

F @) Appiication pools Atons

<, & Add Application Pool...
iﬂ Start Page This page lets you view snd mansge the list of spplication pools on the server, Appliction pools sre sssocisted with worker processes, contain one or more Set Application FoolEE I
-85 KF-QLM (DPA-DOM-T\qwsc) applications, and provide isolation among different applications. Application Pool Tasks
-2} Application Pools
4@ Sites Filter: » ¥ Go - (ghShowAll | Group by: No Grouping - i St
) o
b &3 Default Web Site _&;:}M } Advanced Settings ? spplicat\on; 5 Re:;de”‘
2. .
L) NET vA5 Classic Limit (percent] 0 - 0 Edit Application Pool
(2 DefauitAppPool Limit Action Noction 3 [ asic Settings..
22 Qualiare Limit Interval (minutes) 5 7 Recycling..
Processor Affinity Enabled False Advanced Settings...
Processor Affinity Mask 4294967295 Rename
Processor Affinity Mask (64-bit ¢ 4204967295 X Remove
g oces Modsl - View Applications
b Generate Process Model Event L o
Ident; ApplicationPoolldentity [ @ Hep
Idle Time-out (minutes) 20
Idle Time-out Action Terminate
Load User Profile Fakse
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time | 30
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) 90
4 Process Orphaning ~
Identity
[identity Type, usemame, passwerd] Configures the application poel to run
as built-in account, .. Application Pool Identty (recommended), Network
Service, Local System, Local Service, o as a specific user identity.

Features View Content View

Ready 4
10. Select Custom Account and click Set... button.
11. Enter domain service account credentials and click OK.
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LE| Internet Information Services (1IS) Manager == =
@ “3 b KE-QLM b Application Poals |Gn @ -
File View Help
@91 Application Pools _.
Q- = é! PP & Add Application Pool...
€ Start Page This page lets you view and manage the list of application pools on the server, Application pools are associated with worker processes, contain one or more Set Application
-85 KF-QLM (DPA-DOM-T\qusc) applications, and provide isolati ] Application Pool Tasks
-2} Application Pools ' Advanced Settings KN g =
4-[8] Sites Filter: - z :
.. it
> Default Web Site Name ~ Status 4 (General} 2| hpplications = R;Fde
B NeTvis storted NET CLR Version Va0 & Recycle..
e Enable 32-Bit Applications False Edit Application Pool
Bodasrppool | Staned Managed Pipeline Mode Integrated ; & Basic Settings..
22 Qualiare Started Mame Qualiars B Recycling...
Sy — Advanced Sestings...
Rensme
O B| Username: K Remove
[atMservice@ctelocal | View Applications
Password: @ Help
[oeeee |
Confirm password:
[rreesd |
]
Identity
[identityType, usermame, password] Configures the application pool to run
25 buiilt-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.
Features View JIi% Content View
Ready b
12. Select Default Web Site.
13. Click Basic Settings... action.
14. Click on the Select... button.
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LE| Internet Information Services (1IS) Manager
® [@ » KFQIM b Sites b Default WebSite »
File View Help
Default Web Site Home
€78 “ Bl Explore
5 Start Page Edit Permissions...
465 KE-OLM (OPA-DOM-T\qwsa) Filter: v ¥ Go - (g ShowAll | Groupby: Area —
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15. Select the application pool named QualiWare and click OK.
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16. Ensure that the Application Pool is used by all virtual directories. By default it should be

automatically inherited.
5.7.4.2

Enable Windows Authentication.

1. Open Internet Information Services (1IS) Manager.

Select Default Web Site.
Double-click Authentication.

NouswN
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L

Internet Information Services (1IS) Manager
® [@ » KFQIM b Sites b Default WebSite »

File View Help

FEEIEIY 0 Authentication
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Forms Authentication Disabled HTTP 302 Login/Redirect -
Windows Authentication Enabled HTTP 401 Challenge

Providers _ Do

Advanced Seftings..

Enabled Providers:

Providers...
Negotiste Move Up @ Hep
NTLM
Move Down
Remove

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

V] Add

[=] Features View

Configuration: 'localhost' applicationHost.config, <location path="Default Web Site">

Content View

b

8. Click Advanced Settings... action.
9. Ensure Enable Kernal-mode authentication is unchecked and click OK.
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Lz Internet Information Services (1IS) Manager

® [@ » KFQIM b Sites b Default WebSite »

File View Help
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Advanced Settings _ Disable

Advanced Settings...
Bxtended Protection: Providers...

Click here for more information online

[ Enable Kemel-mode authentication

By default, IIS enables kemel-mode authentication, which may improve ~
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your envirenment and the
application pool is configured to use a custom identity.

Click here for more information online

Cancel

Configuration: 'localhost' applicationHost.config, <location path="Default Web Site">

Content View

10. Select Default Web Site.

11. Double-click Configuration Editor.

12. Select in Section:
system.webServer/security/authentication/windowsAuthentication

13. Select in From:

ApplicationHost.config

14. Set useAppPoolCredentials to True.
15. Set useKernelMode to False.
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16. Click Apply action.
17. Ensure that the Windows Authentication settings are used by all virtual directories. By
default they should be automatically inherited.
5.7.4.3 Add domain Service Account to IIS_IUSRS Group

1. Open Computer Management MMC and navigate to Local Users and Groups -> Groups
2. Double-click on the IIS_IUSRS local group.
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Changes to a user's group membership

Remaove are not effective until the next time the
userlogs on.

3. Add domain service account to the group and click OK.
5.7.5 Create SPNs

Service Principal Name (SPN) must be created, if QEF Windows service is running under domain

service account.

5.7.5.1 Server and Domain Service Account

Create SPN for domain service account under which QEF Windows service and IIS Application Pool
are running. SPN is registered with setspn command (this command is performed on computer in
the same domain as the target computer by domain administrator):

setspn —A http/<qgef_server_name> <domain_name>\<gef_account>

<gef_server_name>— domain name of the machine, where QEF is running

<gef_account>— domain account, under which QEF is running

Important: SPN must be registered for NetBIOS and UPN names of server. The same is applied to
SharePoint server (see below). For viewing existing SPNs, use one of the following commands:

setspn —L <domain_name>\<gef_account>
setspn —Q http/<qef_server_name>
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To register SPNs, use the following commands:

setspn =S http/rctest <domain_name>\<qef_account>
setspn =S http/rctest.qualiware.local <domain_name>\<qef_account>

Note: For Windows Server 2003 use:

setspn —L <domain_name>\<qef_account>

setspn —A http/rctest <domain_name>\<gef_account>

setspn —A http/rctest.qualiware.local <domain_name>\<qgef_account>
5.7.5.2 SharePoint

When SharePoint server is installed, SPN is set for the server automatically. Make sure that SPN
for SharePoint server is registered for NetBIOS and UPN names of server. For viewing existing
SPNs, use one of the following commands:

setspn —L <domain_name>\<qgef_account>
setspn —Q http/<sharepoint_server_name>

To register SPNs, use the following commands:

setspn =S http/sharepoint2010 <domain_name>\<sharepoint_account>
setspn =S http/sharepoint2010.qualiware.local <domain_name>\<sharepoint_account>

Note: For Windows Server 2003 use:
setspn —L <domain_name>\<sharepoint_account>
setspn —A http/sharepoint2010 <domain_name>\<sharepoint_account>

setspn —A http/sharepoint2010.qualiware.local <domain_name>\<sharepoint_account>

Example of correct SPNs for server, domain service account and SharePoint:
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5.7.6 Trust for Delegation

Server and domain service account must be enabled to be trusted for delegation.
5.7.6.1 Enable Server to be Trusted for Delegation

Setup server on which QEF is installed to be trusted for delegation. This action is performed on
domain controller computer by domain administrator. For this:
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Open Active Directory Users and Computers management console.

Select domain and under Computers node find computer where QEF is installed.

Right-click the computer and select Properties.

On Delegation tab select Trust this computer for delegation to any service (Kerberos only).
Click OK.

vk N e

It is often that only domain administrator has access to domain controller. This makes it time-
consuming to check that server is enabled to be trusted for delegation. Alternatively to check if
server is enabled to be trusted for delegation, ADExplorer (from Sysinternals) can be used. To do
so, connect to domain controller with ADExplorer and find server. Inspect the value of
userAccountControl property. If the value is less than 524288, it is an indication of that server is
not enabled to be trusted for delegation.

o Active Directory Explorer - Sysinternals: www.sysinternals.com [cfc.local [kf-dc03.cfclocal]] == -
File Edit Favorites Search Compare History Help

= X H & s~

path: | CN=KF-QLM,0U=KFServerAutodS,0U=KF Computers,DC=cfc,DC =local,cfc local [kf-dc03. cfc.Jocal]

&[0 CN=Infrastructure ~| | attribute Syntax Count  Valuefs)
= OU=KF Computers [&#] accountExpires Integer§ 1 Ox7FFFFFFFFFFFFFFF
-1 OU=KFLAPTOP badPasswordTime Integers 1 o
&1 CU=KFNCWSUS badPwdCount Integer 1 [}
& ou=rFec [#en DirectoryString 1 KF-GLM
i cu=peauto codePage Integer 1 0
-] CU=KFServer [#] countrycode Integer 1 0
-] OU=KFServerAuto
£ B QUKFServerAuto0S ] distinguishedname DN 1 CN=KF-QLM, 0L =KFServerAuto0s,0U =KF Computers, DC=cfc,DC local
48 CN—CRC PRINT =] dstostivame DirectoryString 1 KF-QLM.cfc local
4K CN—KF-AXAOS = dscorepropagationData  GeneralizedTime 2 27-05-15 08:15:04;01-01-01 0 1:00:01
1 CN=KF AXAOSO1 nstanceType Integer 1 4
11 CN=KF-AXAOSD2 isCriticalSystemObject  Boolean 1 FALSE
¥ KF-AXAOS03 [#] lsstL ogofF Integer8 1 00
4 KF-AXDEVCAMPO1 [#]lastLogon Integer8 1 140116 05:27:44
i Cn=KF-a0EVCAMPD2 | = | | [#]lastiogorTimestamp Integers 1 06-01-16 05:26:50
1A CN=KF-AXEPDL localPolicyFiags Integer 1 0
. KF-AXHLP logonCount Integer 1 575
A CN=KF-AXHLPPOC msDS-SupportedEncryp... Integer 1 23
AR CN=KF-AXHLPTS name DirectoryString 1 KF-QLM
1A CN=KF-AXMART [#] nTsecuritypeseriptor NTSecurityDescriptor 1 D:AI(0A;;WP; 5f2020 10-73a5-11d0-9020-00c04fc 2d4cf;bfas: des-11d0-3: 2;DA)(OA;; WP;| de6-11d0-a285-00a4
AR CN=KP-AXMARTPOC objectCategory DN 1 CN=Camputer, CN=Schema, CN=Configuration, DC=cfc,DC =local
p g’::g;“ s objectClass oD 5 scomputer
:J Nt a0t #] objectGuD OctetString 1 {944040D8- 1A95-4FBE-AC56-60F4C 1177830}
o [#] objectsid sid 1 §-1-5-21-122767939-1938435020-126 183796614336
k¢ operatingSystem DirectoryString 1 Windows Server 2012R2 Standard
k [#] operatingSystemVersion  DirectoryString 1 6.3 (9500)
1
e ] primaryGroupID Integer 1 515
E [ puwdLastset Integers 1 130116 14:05:03
11 CN=KF INTRA2010APP @] sAMAccountiame DirectoryString 1 KF-QLMS
1K CN=KF INTRA20 10WFE sAMAccountType Integer 1 805306363
o KF-INTRAZ013APP [#] serviceprincipalname DirectoryString 8 Jkf-lm. cfc.local; qm; -QLM; QLM cfc local;Re —QLM;HOST /KF-QLM;RestrictadkrbHo:
1A CN=KF-INTRAZ0 13WFE UseraccountControl Integer 1 528384
1] CN=KF MATLL = usnchanged Integers 1 O0x2F6TFD8
i [ usncreated Integers 1 0x8317
L [#] whenChanged GeneralizedTime 1 130116 14:05:10
1 [#whentreated GeneralizedTime 1 10-11-14 03:48:56
1
s
& CN=KF-SCRIBE L
AL CN=KF-SMS e
< [0 > < [0 >

CN=KF-QLM, 0U=KFServerAutos,0U=KF Computers,DC= cfc,DC=local,cfelocal [kf-dc03.cfc.local]

For list of possible flags for userAccountControl property, refer to

https://support.microsoft.com/en-us/kb/305144

5.7.6.2 Enable Domain Service Account to be Trusted for Delegation

Setup domain service account under which QEF Windows service and IIS Application Pool are
running to be trusted for delegation. This action is performed on domain controller computer by
domain administrator. For this:

1. Open Active Directory Users and Computers management console.
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Select domain and under Users node find domain service account.
Right-click the user and select Properties.

P wnN

On Delegation tab select Trust this user for delegation to any service (Kerberos only).

5. Click OK.
It is often that only domain administrator has access to domain controller. This makes it time-

consuming to check that domain service account is enabled to be trusted for delegation.
Alternatively to check if domain service account is enabled to be trusted for delegation,
ADExplorer (from Sysinternals) can be used. To do so, connect to domain controller with
ADExplorer and find domain service account. Inspect the value of userAccountControl property. If
the value is less than 524288, it is an indication of that server is not enabled to be trusted for
delegation.

o Active Directory Explorer - Sysinternals: www.sysinternals.com [cfc.local [kf-dc03.cfclocal]] == -
File Edit Favorites Search Compare History Help

= X H & s~

path: | CN=Qualiware service bruger, OU=SystemUsers,DC=cfc,DC=local,cfc.local [kF-dc03. cfc.local]

B, cr=Cisconcs ~| [ Attribute Syntax Count  Value(s)
1 OU=Comarchive [#laccountExpires Integers 1 Ox7FFFFFFFFFFFFFFF
5 oU=Commvauit ] badPasswordTime Integer8 1 30-11-15 10:31:34
" CN=Connectra ] badPwdcount Integer 1 0
g CN=CPEPreader @ DirectoryString 1 Qualinare service bruger
gy CN=am vt ] codepage Integer 1 0
e g:igmﬂ;@ N [#] countrycode Integer 1 0
9 cwis:uv:f:; ] description Drectorystring 1 Qualiware service bruger
T chrariiviest [#] displayiame DirectoryString 1 Qualimare service bruger
& o ] distinguishedName o 1 Ch=Qualinare service bruger, OU=SystemUsers,DC=cfc,0C =local
-3 CN=EUQ_KFMALL
__ Ch—mxCrsYs [#]dsCorePropagationData  GeneralizedTime 2 27-05-15 08:15:05;01-01-01 01:00:01
2, cN=Farmreports [#instanceType Integer 1 4
& CN=FURBUSTNESS [#]lastLogoff Integer8 1 o
- & CN=Furfarmadmin [#]lastLogon Integers 1 140116 10:01:57
3, Cu=FurFarmDatareil ] st ogoriTimestamp Integers 1 110116 12:55:43
3, CN=FurFarmSystemFel [#]lockoutTime Integers 1 0x0
) cn=GsH_CFC-MALL [#]logoncount Integer 1 94
~ & CN=IDG-Blob memharuf DN 1 CN=QLM-Sec,0U=SystemUsers, DC=cfc,DC =local
iy CN=IDG-sys ] name DirectoryString 1 Qualinare service bruger
g Ch=instal 4] iTsequrityDesaiptor NTSecurityDescriptor 1 D:AL(OA; :RP;4c 164200-20c0-11d0-2768-002006€0525;;RS) (OA; RP; 572020 10-7325-1 1d0-3020-00c04fc2dHcRS)(0A; RP beac240-79a9-11¢
g CN=TTDrift #] objectCategory N 1 CN=Persan, CN=Schema,CN=Configuration, DC=cfc,DC=local
“ £y CN=IT-Opgaver _ | | [#lobjectClass oD + top;person;organizationalPersan;user
& cn=re - objectGUID OctetString 1 75013402 9FD6-4444-87C8 F 7E57131EFDA]
CH=KFConWebR:
&, ch=KfConWebRumer s y ) > :
P biectsid sid 1 5-1-5-21-122767939-1938435020-126 183796616 106
-3 Ch=LaserNetDrift "
8 O mertietrest [l primaryGrouplD Integer 1 513
a NMimeadm s8] pwdLastset Integers 1 21-05-15 10:12:03
T cbiainExch ] sAMAccountame DirectoryString 1 QlLMservice
g,
& eN=MsWdbuser [s8] samaccountType Integer 1 805306368
& cu=netappsys 8] servicePrincipalname DirectoryString 4 httpykf-gim; http/kf-gim. cfc. local;hittp kf-cimtest.cfc. local http/kf-gimtest
&, CH=netiq |5 useraccountcontrol Integer 1 590336
& cN=NoReply [s#] userprincipalitiame DirectoryString 1 QLMservice @cfc.local
-3 ch=onelan [#uschanged Integer8 1 Ox2EESCCE
31 ou=OpsMar [#usnCreated Integer8 1 0xC14C85
‘% CN=POB ] whenChanged GeneralizedTime 1 11-01-16 12:5:50
CN=PrivReportingGroup {bb&53el [#] whencreated GeneralizedTime 1 21-05-15 10:12:03
4% Ch=PriviserGroup {bb653e09-22
2 cn=proactive-sec
CH=QLM Sec
CN=Qualinare service bruger
.42 CN=RenartinaGroun fhhs3ena-2
< m > < m >

CN=CQualiware service bruger, OU=SystemUsers,DC= cfc, DC=local,cfc.local [kf-dc03.cfc.local]

For list of possible flags for userAccountControl property, refer to

https://support.microsoft.com/en-us/kb/305144

5.7.7 Enable Integrated Windows Authentication (Kerberos) in SharePoint

By default SharePoint uses NTLM provider for Windows authentication. To make SharePoint use
Kerberos provider for Windows authentication:

1. Go to server where SharePoint is installed.
2. From Start menu open SharePoint Central Administration.
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3. Go to Security -> General Security -> Specify authentication providers.

L0 ()| & httpsispea kopenhagenfur.com/security.zs; O - @ € || @ Security
File Edit View Favorites Tools Help

Sidsel Cordua~ £ 2

SharePoint

) sHARE [

BROWSE  PAGE

> Security

Central Administration
@ Users

Application Manage the farm administrators group = Approve or reject distribution groups
Management Specify web application user policy

System Settings

@ General Security

Configure managed accounts = Configure service accounts | Configure password change settings
Backup and Restore Specify authentication providers Manage trust Manage antivirus setfings
Define blocked file types | Manage web part security = Configure self-service site creation

Menitoring

Security

Upgrade and Migration F Information policy
¥ Configure information rights management = Configure Information Management Policy

General Application
Settings

Apps
Office 363

Configuration Wizards

4. Click Default zone.

L0 ()| B https://spea kopenhagenfur.com/_admin/au O - @ C || B Authentication Providers

File Edit View Favorites Tools Help

sSidsel Cordua~ % 2

SharePoint Newsfead OneDrive  Sites

) sHARE [

> Authentication Providers

Central Administration
Application Web Application: https://rootk com/ -

Management

System Settings Zone Membership Provider Name

Monitoring Default Claims Based Authentication
Backup and Restare

Security

Upgrade and Migration

General Application
Settings

Apps
Office 365

Configuration Wizards
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5. Under Claim Authentication Types make sure that Enable Windows Authentication and
Integrated Windows authentication are enabled and Negotiate (Kerberos) is selected.

P = -
g@|ﬁ> https.//<pca kopenhagenfur.com/_acmin/Au 2 = @ C || B Edit Authentication | ‘ 1 ok 1Y

File Edit View Favorites Tools Help

SharePoint MNewsfead OneDrive Sites [ESEESEesls TERSNE o B

) sHare [,

Edit Authentication

Central Administration Web Application o
‘Web Application: https://reot.kopenhagenfur.com/
Application
Management
System Settings Zone
Th it tion setti bound to the fol Zone
ing se a i sett r to the following zone.
Monitoring iese authentication settings are bound to the following zone. Default

Backup and Restore

Security Anonymous Access

You can enable anonymeus access for sites on this server or [lenable anonymous access

disallow anonymous access for all sites. Enabling anenymous
General Application access allows site administrators to turn anonymous access on.
Settings Disabling ananymous access blocks anonymous users in the

N web.config file for this zone. Note: If anonymous access is
Apps tumed off when using Forms authentication mode, Farms
aware client applications may fail to authenticate comrectly.

Upgrade and Migration

Office 265
Configuration Wizards Client Object Model Permission Requirement

You can require that the user must have the Use Remote I Require Use Remote Interfaces permission

Interfaces permission in order to use the Client Object Mod
to access the server. The Client Object Model is used by some
parts of the UL, Enabling this prevents users from perfrming
some tasks using the Ul if they da not have the Use Remate

Interfaces permission.

Claims Authentication Types
W Enable Windows Authentication

Choose the type of authentication you want o use for this Plintegrated Windows authentication

zone.
Negotiate (Kerberos)

Negotiate (Kerberos) is the recommended security

configuration to use with Windows authentication. If this [[IBasic authentication (credentials are sent in clear text)

option is selected and Kerberos is not configured, NTLM will v

be used. For Kerberos, the application pool account needs to

6. Click OK.
5.7.8 Legend
Screenshots are taken from the environment with the following data:
Domain: cfc.local (DPA-DOM-1)
Server name: kf-glm
QEF service account: QLMservice@cfc.local
QualiWare application pool account: QLMservice@cfc.local

5.7.9 References

http://blogs.msdn.com/b/chiranth/archive/2014/04/17/setting-up-kerberos-authentication-for-a-
website-in-iis.aspx - Describes how to configure Kerberos for IIS.

Document Name: 4. QEF Console.docx 20 53/54


http://blogs.msdn.com/b/chiranth/archive/2014/04/17/setting-up-kerberos-authentication-for-a-website-in-iis.aspx
http://blogs.msdn.com/b/chiranth/archive/2014/04/17/setting-up-kerberos-authentication-for-a-website-in-iis.aspx

qualiware’

Enabling positive change

http://blogs.msdn.com/b/friis/archive/2009/12/31/things-to-check-when-kerberos-
authentication-fails-using-iis-ie.aspx - Check list for Kerberos.

https://platformadmin.com/blogs/paul/2012/03/sas-and-iwa-verify-trusted-for-delegation/ -
Describes how to check if computer or user is enabled to be trusted for delegation.

https://support.microsoft.com/en-us/kb/305144 - Describes values of userAccountControl
property for computer and user in Active Directory.

http://blogs.msdn.com/b/friis/archive/2013/01/08/asp-net-authentication-test-page.aspx - Test
page outputting information about authentication method used by current request.
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