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1 Introduction

Both repositories and metamodels are managed from the web module Repository Administrator (RA) which
is a Web application. The link to this application can be found under the Modules section of the QualiWare
Execution Framework (QEF) console.

2 Repositories and Metamodels

QualiWare keeps its data in repositories and the structure of that data in metamodels. Repositories and
metamodels are related in the way that one repository uses one collection of metamodels, simply referred to
as “the metamodel”. The same metamodel can be, and usually is, used for several repositories.

Both repositories and metamodels are managed from the web module Repository Administrator (RA) which
is a web application. The link fo this application can be found under the Modules section of the QualiWare
Execution Framework (QEF) console.

2.1 What is a Repository

A repository is a container for data objects. The repository handles revisioning, language variances,
permissions etfc. for the objects. It is stored in a database.

QualiWare can handle several repositories at a time, but a user always connects to one main repository at a
time. The user can access data from other repositories in that connections, if these are linked to the primary
repository as so called “remote repositories”.

2.2 What is a Metamodel

A metamodel contains information on how to interpret and handle data in objects. All objects have a type
named a “template”. Definitions for templates are the central information in the metamodel. Usually the
metamodel also has code, image data and other data to support the definitions.

For structural reasons, one metamodel only contains definitions for a set of templates. However
metamodels refer to each other, so several metamodels are used as a larger set. The entire set of
metamodels is referred to by an initialization metamodel, which then loads other referred metamodels.
Which initialization metamodel fo use is defined by the specific QualiWare product purchased and is subject
to licensing terms.

Currently metamodels for QualiWare are used by both the QualiWare Integration Server (QIS) and
QualiWare Lifecycle Manager (QLM). They are distributed with the QLM installer, and are located in the
subfolder “Models” in the QLM installation.

2.21 Metamodelsin QLM

When QLM is installed it has all the files it needs for the metamodels. QLM simply loads the information
from the files.
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2.2.2 Metamodelsin QIS

QIS has two ways of using metamodels, which can be chosen independently for each repository:

e Development mode
e  Production mode

2.2.21 Development Mode

QIS can load the metamodel directly from the files in the Models folder. This is known as “Development
mode”. The benefit of this mode is that development and customization of the metamodel can be done
rapidly. Any change to a file is automatically detected by QIS, and the new information is automatically
loaded. The drawback is the same. Any accidental or incorrect change to a file will become a problem for
users immediately.

Note: Since QLM currently uses the information directly from the files, it is always in development mode.

2.2.2.2 Production Mode

Alternatively QIS can use a repository for storing the metamodel. This is known as “Production Mode”. The
benefit of this mode is that files can be changed and tested (in another repository in development mode)
without affecting users. This mode also allows for revisioning of the metamodel in much the same way as
objects in repositories. The drawback is more management, and the fact that QLM is currently not
protected by production mode.

2.2.3 Recommendation

Since QLM is currently always in development mode, QualiWare recommends using the development mode
for QIS as well. Having QIS repositories in production mode can result in QLM and QIS using different
versions of the metamodel.

QualiWare plans fo expand production mode to also work with QLM. Once this work is finished, modes can
be changed with little effort and no loss of previous work.

2.3 Repository and Metamodel Basics in RA
Repositories are created and managed inside RA. A repository needs some basic setup to work:

e Adatabase
e A pointer to a metamodel

If the repository is in development mode, the metamodel pointer is simply a path to the Models folder in the
QLM installation, as well as the name of the initialization metamodel to be used for QIS and QLM.

If the repository is in production mode, the metamodel pointer is a selection of a created metamodel
repository, as well as the name of the initialization metamodel to be used for QIS and QLM.

Metamodels are also created and managed inside RA. If all repositories are in development mode, no
metamodel repositories need to be created. If one or more repositories are in production mode, the
metamodel repository (-ies) needs to be created. Then the information from the files distributed with QLM
needs to be loaded info the repository. This process is known as “Deployment”. If changes are made in the
files these can be redeployed once they are tested and accepted for production.
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Please refer to the following sections for precise information on how to create repositories and metamodels,
and how to migrate data.

3 Creation of Repositories
3.1 Preface

This document describes the process of creation and configuration of repository.

3.2 Prerequisites
QualiWare Execution Framework (hereinafter QEF) and Admin Console are installed and running.

QualiWare Integration Server (hereinafter QIS) and Repository Administrator (hereinafter RA) modules are
installed and running.

User is assigned QIS Administrator role. Some operations may require user be assigned QEF Administrator
role.

3.3 Creation of Repository

Go to RA -> Repositories.

Click Create Repository.

Enter name of repository. By default name and ID of repository are the same.
Select default and working languages.

Define Administrator of repository

Click OK.

S S
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Repository Administrator

Current user:

Admin

osour s @

SECTIONS

. Demo > General

Metamodels  Roles

Repositories

s Create Repository [3E) Clone Repository

Scripts QIS Settings

I All Repositories

Identity

Data Storage Settings Metamodel

Repository ID: Demo
Demo = ¥ v

Repository Name: Demo
Configurations Status
Access Contral

Status: ® online
Reles
Permissions Language
Links

QCL Engine Manager
Addons

Sarvice Operations
Object Reservations

Audit

Default Language:

Working Languages:

1 ipemo_2

@ Qualiware. All rights reserved.

Administrator

English (United States) (en-US)

Afrikaans (South Africa) (af-TA)
Englizh (United States) (2n-US)

ator:

Miscellaneous

Delete Options:

| @ offline || . Edit

itory Administrator (RepAdm) [user]

Delete data storage

|| ¥ Delete |

Support: support@qualivare.com - 6.6
. |

Notes:

- Change of ID of repository after it is created and it contains data, may break remote repository
object links if such exist.

- Default language cannot be changed after repository is created. However it is possible to
replace it (see Service Operations).

3.4 Administrator of Repository

Administrator of repository (QEF user or QEF group of users) needs o perform maintenance job (change
settings etc.) with exclusive priority. That's why he has specific rights:

1. If repository is in Read-Only mode, only Administrator is able to create, edit and save objects,

2. Administrator can switch repository fo offline mode (when only one session is allowed) to perform
maintenance jobs. In this case sessions of other users (including QCL Engine sessions) are killed.
Only session of Administrator of repository remains.
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Assignment of Administrator can be done on Identity page or on Repository Panel (All Repositories page)
for group of selected repositories

3.5 Cloning of Repository

Go to RA -> Repositories.

Click Clone Repository.

Enter name of repository. By default name and ID of repository are the same.

Select if data storage of repository and addons should be created and content copied.
Click Clone.

S S N N

Cloned repository receives following features of source repository:

- datastorage settings, addons and content (according to user’s choice),
- roles,

- permissions,

- links with remote repositories,

- Administrator of repository,

- Metamodel,

- Access Mode sefttings,

- QCL Engine Configuration.
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3.6 Creation of Data Storage

1. Go to RA -> Repositories -> {Repository} -> General -> Data Storage Settings.

2. Click Generate Settings or enter seftings manually. (Generated settings are taken from QIS
Settings (RepositoryDataStorage Template))

3. Click Create Data Storage.

4. Click Save.
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SECTIONS _. Demo > General
Melamadets  Roles  Soipts QIS Seltings Ioenlly  Sessions Metamodel
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+ = ~ Lo Data Storage Setfings
Al Repasitories
— = Prowider: Micrasoft SQL Server
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Noftes:

- More than one repository data storage can be created in a single dafabase. Each repository
data storage must use unique schema name.

3.7 Set Roles and Permissions
Permissions are defined on the following levels:

- Repository permissions.
- Initial object ACL.
- Object permissions.

3.71 Repository Permissions

Repository permissions are not assigned to objects directly, but calculated when user connects to
repository. Because they are not assigned to objects directly, it is possible fo change repository permissions
affter objects are created and changes will have effect on existing and future objects. To change repository

permissions:

1. Go to RA -> Repositories -> {Repository} -> Permissions.
2. Expand group or user node to modify existing assignments or click Add User of Group fo add new

assignment.
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Note: Deny permission always wins over grant.
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Click Save.
- s
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qua!!,"““wu,ﬁ‘ Repository Administrator Current user: Ra_user osour s @
SECTIONS _. Demo > Permissions
Metamodels  Foles  Soipts QIS Seltings |+mmammu sve 0 ooscd view: [T Advanced
d Creste Repastory Ly Clone Repasitory
User o grosp
All Repositoties
& attusers [group] L]
. Demo (SN
Pemission Grant Deny
General
Canfiguratians Read al stjects -
Access Cantral Write all objects =
s Delete objects permanently =
(e—— | :
Links. Superviscr |
QL Engine Manager
Addans
Service Operatians
Oject Reservations
Audit
Demo_1 M
& QualiWare. All rights reserved.
Suppart: supportifiqualware.com 6.6

Initial Object ACL

Initial object ACL are assigned fo object at the moment when it is created. These permissions overwrite
repository permissions. Because they are assigned to objects directly, any change to initial object ACLs after
objects are created will not have effect on them, but only on future objects. Existing objects will need to
have ACLs re-assigned accordingly using QIS APl or QLM. To change initial object ACLS:

1.
2.
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Go to RA -> Roles -> {Role} -> Inifial Object ACL.

Expand group or user node to modify existing assignments or click Add User of Group to add new

assignment.
Modify permissions as required.

Note: Deny permission always wins over grant.

Click Save.
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3.7.3 Assignment of Roles to Users and Groups

Roles need to be explicitly assigned to user or group for users be able to connect with the specified roles.
To assign roles to users and groups, follow the sfeps:

Go to RA -> Repositories -> {Repository} -> Roles.
Click Add User or Group.

Select user or group.

Select role.

Click Save.

O N
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3.7.4 Object Permissions

Object permissions are assigned fo objects directly by means of QIS APl or QLM.

3.8 Repository Status
Repository can be in Online or Offline state.
Online state allows multiple users to connect.

Offline state allows single user to connect. Offline state is designed for maintenance tasks like defining data
storage and metamodel, dump loading and others.

To change repository state, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> General -> Identity.
2. Click Offline or Online, depending on the current state.

Reposifory state for several selected repositories can be changed on Repository panel.
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3.9 Assignment of Metamodel to Repository

391 QIS and QLM Metamodels

QIS and QLM metamodels are defined separately and used by QIS and QLM sole and respectively. Both
metamodels are in different formats, having some similarities. Both metamodels are generated by
Casemaker at the same time.

Despite the fact that QIS and QLM metamodels are two separate metamodels, it is possible to configure
QLM to use its metamodel through QIS. This configuration is not default and should explicitly be turned on.
To configure QLM to use its metamodel through QIS, follow the steps:

1. Open models\openrep.qcl file.

2. Find UseQisMetamodel sefting and set its value to one of the following:
- 0 (default) - Use QLM metamodel.

- 1-Use QIS metamodel.

3.9.2 QIS Metamodel

QIS metamodel supports two modes:

- Development mode. It takes metamodel from Models folder in file system.
- Production mode. It takes metamodel from database, where it must preliminary be deployed.

Document Name: 5. Repository Administrator.docx 16 August 14/ 66



qualiware’

Enabling positive change

3.9.21 Development Mode

To configure repository to use metamodel in development mode, follow the steps:

Go to RA -> Repositories -> {Repository} -> General -> Metamodel.
Click Edit.

Select Development mode.

Enter full path to Models folder.

Enter relative path to .xcin file under Models folder.

Click Save.

o WN

I http://localhost/OEFDemo/WebModules O + € 5 QIS Repository Administrator
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| [ save || @ Cancel |

Audit

@ Qualiware. All rights reserved.
Support: support@gualiwara.com . 6.3

3.9.2.2 Production Mode

Configuration of repository fo use metamodel in production mode includes the following steps:

1. Creation of metamodel repository.
2. Deployment of metamodel.
3. Assignment of metamodel.

3.9.2.21 Creation of Metamodel Repository

1. Go to RA -> Metamodels.
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2. Click Create Metamodel Repository.
3. Enter name of repository.
4. Select default and working languages.
5. Click OK.
i http:/flocalhost/QEFDemo/WebModules 2 ~ & i QIS Repository Administrator
File Edit View Favourites Tools Help
L] - - -
quullware Repository Administrator Current user: Admin ocour s @
Enabling pasitive change
SECTIONS 1 No Metamodel Repositories Found
Repositories [LEENOLEEN Roles  Scripts [Py Repository - New Repository
. Crosts petompdel Repostory Repository Identity
All Metamodels
Name: |EAM x‘
1D: EAM | & Change |
Repository Language
Default Language: [English (United States) (en-US) -
Woarking Languages: [[] Afrikaans (South Africa) (af-ZA) A
[] Albanian (Albania) (sq-AL) |:|
[[] Alsatian (France) (gsw-FR)
[] Amharic {Ethiopia) (am-ET)
[[] Arabic (Algeria) (ar-DZ)
[] Arabic (Bahrain) (ar-BH) v}
[71 Arabic (Eqvot) (ar-EG)
| ok || ©cancel |
@ Qualiware. All rights reserved.
Support: support@gualiware.com 6.3
6.  Go to RA -> Metamodels -> {Repository} -> General -> Data Storage Settings.
7. Click Edit.
8. Click Generate Settings or enter settings manually.
9. Click Create Data Storage.
10. Click Save.
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I hitp://localhost/ QEFDemo/WebModules 2 ~ & || Bl OIS Repository Administrator *

Eile Edit Yiew Favourites Tools Help

quu!!,!’_ﬂ[_e: Repository Administrator STt e

Admin

LOG OuT m

SECTIONS EAM > General

Repository - EAM

Repositories EEERLLEH

T e v Repository Data Storage Settings

All Metamodels

| 3 Clear Settings || .’ Generate Settings*™ ‘|\\-|- Create Data Storage || 3¢ Delete Data Storage |

DBMS: Microsoft SQL Server =]
EHeam Server Name: [(kmal) E]]

General

Schema Name: qu_lEAM |
@i e Connection ‘ |
Deployment Timeout:

Authentication: [Wmdows Authentication E]]
Permissions

Login:
Editor

Password: sesseene
Audit

rated Security=True

| Hsave || @ cancel |
@ Qualiware. All rights reserved.
Support: support@qualiware.com . 6.3
1. Go to RA -> Metamodels -> {Repository} -> Configurations.
12. Enter name of configuration.
13. Click Create.
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I hitp://localhost/ QEFDemo/WebModules 2 ~ & || Bl OIS Repository Administrator *

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin Locourm @

Enabling positive change

SECTIONS

dh Create Metamodel Repository

EAM > Configurations

General Access Control

Configurations and Private Workspaces

All Metamodels

Existing:
Fleam =l ’
General
Deployment
Permissions
Editor
st Manage configurations/private workspaces
Ui
Name: pase Configuration x
Description:
Private Workspace: [
| dk Create | | Remove |

@ Qualiware. All rights reserved.
Support: support@qualiware.com . 6.2

14. Go to RA -> Metamodels -> {Repository} -> Permissions.
15. Select All Users group.

16. Select Supervisor permission,

17. Click Save.
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I hitp://localhost/ QEFDemo/WebModules 2 ~ & || Bl OIS Repository Administrator %

Eile Edit Yiew Favourites Tools Help

qua!mg_[_ej Repository Administrator Current user: Admin

Locourm @

SECTIONS

dh Create Metamodel Repository

EAM > Permissions

gk Add Useror Group [l Save J Discard View: @ Advanced

User or group
All Metamodels

£ All users [aroup] ®
TEam =

Permission Grant Deny
General

Read all objects = ]
Configurations

Write all objects
Deployment rite all obj M 0

Delete objects permanently =) O
Editor Manage configurations ™ o
Audit Supervisor =) O

@ Qualiware. All rights reserved.
Support: support@qualiware.com . 6.2

3.9.22.2 Deployment of Metamodel

Deployment can be done either from zip archive or directly from Models folder.

3.9.2.2.2.1 Deployment of Metamodel from Zip Archive

1. Go to RA -> Metamodels -> {Repository} -> Deployment -> From ZIP.
2. Click Browse to select zip archive to deploy.

3. Select configuration.

4. Click Deploy.
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I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administrator *

Eile Edit Yiew Favourites Tools Help

quﬂ!&w&ﬁa Repository Administrator Current user: Admin ocourm @

SECTIONS

dh Create Metamodel Repository

EAM > Deployment
Upload and deploy

From Folder lﬁ '

Metamodel zip package to upload:

All Metamodels

@ modelszip = Remove

BiEaM = {Note: file size cannot exceed 50 M8)
G | Configuration: Base Configuration B]
enera
Configurations
g [ ¥ Deploy
Permissions
Editor
Audit

@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

3.9.2.2.2.2 Deployment of Metamodel from Models Folder

1. Go to RA -> Metamodels -> {Repository} -> Deployment -> From Folder.
2. Enter full path to Models folder.

3. Select configuration.

4. Click Deploy.

Document Name: 5. Repository Administrator.docx 16 August 20/ 66



qualiware’

Enabling positive change

I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administratar

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin ocourm @

Enabling positive change

EAM > Deployment

Upload and deploy

From Folder From ZIP

Metamodel folder to read data from:

SECTIONS

dh Create Metamodel Repository

All Metamodels

Feam = E‘m:::tmt;e a local path to a folder on the server or |C'\Prngram Files\QualiWare\QLMimodels X |
General Configuration: [Base Configuration Bl
Configurations

| ¥ Deploy
Permissions
Editor
Audit

@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

Notes:

- All metamodels found in Models folder will be loaded. With this regard clean it from old and
development files (scripts, dialogs, queries etfc.).

3.9.22.3 Bring Metamodel Repository Online

1. Go to RA -> Metamodels -> {Repository} -> General -> Stafus.
2. Click Onlire.
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T hitpi//localhost/ QEFDemo/WebModules © ~ & || Bl QI5 Repository Administrator * | [ Viadimir Kovalenks - Outlook ..

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin ocourm @

Enabling positive change

SECTIONS

Repositories JEEENLGEEE Roles  Scripts QIS Settings

= EAM > General

Identity Status Data Storage Settings Synchronization
dh Create Metamodel Repository
Status: @ offline
All Metamodels
FEAM = Connections: Search: [Type in the part of a user login or name here to search
Disconnect selected users Disconnect all users
Configurations [] Login Full Name
Deployment Mo records to display.
Permissions
Editor
Audit

G5 li.lllj [ ] Page size: m 0 items in 1 pages

Delete Options:  [] Delete data storage

| @ online || 3 Delete |
@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

3.9.2.2.4 Assignment of Metamodel
To configure repository fo use metamodel in production mode, follow the steps:

Go to RA -> Repositories -> {Repository} -> General -> Metamodel.
Click Edit.

Select Production mode.

Select metamodel repository.

Select metamodel configuration.

Select xcin file.

Click Save.

No w2
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T http://localhost/ QEFDemo/ WebModules © ~ & || Bl 1S Repository Administrator * | [ Viadimir Kovalenko - Outlook ...

Eile Edit Yiew Favourites Tools Help

@ - S
quullwure Repository Administrator Current user: BTl EEEIC L
Enabling positive change
SECTIONS Demo > General
GELEGL L Metamodels i s At Metamodel
Repository - Demo
b Create Repository
All Repositories QIS Metamodel
T pemo Mode: [Pmchciiun B]
(== e 5
Metamodel Repository: [EAM B]
C urations
= Configuration: [Base Configuration B]
Tl Initialization Model: [eamleamZ xcin B]
Permissi
s QLM Metamodel
Links
Initialization File:
QCL Engine Manager [ E]
Addons
Service Operations
Object Reservations B
| i save || @ Cancel |
Audit = /
@ Qualiware. All rights reserved.
Support: support@gualiware.com . 6.3

3.9.23 C# Scripts

C# Scripts are a part of metamodel. Each repository has its own copy of scripts. Repository scripts can be
found at the following location: RA -> Scripts. Provided scripts need to be rebuilt, click Rebuild Scripts.
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I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administratar

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin ocourm @

Enabling positive change

SECTIONS

Demo > Scripts

Sessions Details

Source Code

Repositories  Metamodels  Roles

il QIS Settings

& Rebuild Scripts
All Repositories Scripts
3 Demo =

) Rebuild

[QEPIGenericFilter.cs =

using QCommon.Log;

using Qef.Common;

using Qef.Common.Lag:

using Qef.Camman.Security;

using Qef.Comman Users;

using Qis.Comman;

using Qis.Commeon.AttributeValues;

using Qis.Common.Qsgl;

using Qis.Common.Qsgl.Operations;

using Qis.Common.Qsql.Operations.Logical;
using Qis.Common.Qsqgl.SelectQuery;

using Qis Web.Forms.Commen.Scripting;
using Qis.Web.Forms.Common.UlActions: v
using System;

>

Build result:

All seripts have been successfully buitt.

Metamodel: metamodel name "eam/eam2.xcin”, repository 10 "EAM”, configuration ID d98fd70c-2a45-40af-92d8- 751460372
ersion: b8230a66-50d3-4602-821a-4aa4¢7f200dc

Warning: The variable 'repositoryObject’ is assigned but its value is never used at GWE/GWE_Repository.cs, line 3511

@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

3.9.3 QLM Metamodel

To configure repository to use metamodel in production mode, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> General -> Metamodel.
2. Click Edit.

3. Select or enfer initialization file.

4. Click Save.
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I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administratar

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin ocourm @

Enabling positive change

SECTIONS Demo > General
GELEGL L Metamodels i s At dosto Metamodel
Repository - Demo
b Create Repository
All Repositories QIS Metamodel
T pemo Mode: [Pmchciiun B]
(== e
Metamodel Repository: [EAM B] p2ds-7a1facbe3f72)
Configurations -
Configuration: [Base Configuration B]
Tl Initialization Model: [eamleamZ xcin B]
Permissi
s QLM Metamodel
Links
) Initialization File: [eam!eamZ cin E]
QQL Engine Manager mo;Integrated Security=True
Addons
Service Operations
Object Reservations
| i save || @ Cancel |
Audit
Initialization File: «Mot Spedfied>
[ 2 eae |
@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

3.10Creation of Configurations

Newly created repository does not contain configurations. Base configuration is created automatically when
first connection to repository is made. Or it can be created explicitly from RA. To create configuration, follow
the steps:

1. Go to RA -> Repositories -> {Repository} -> Configurations.
2. Enter name and description of configuration.
3. Select if new configuration is a normal configuration or private workspace.
Note: Private workspace can only be created, provided any configuration exists and selected.
4. Click Create.

Document Name: 5. Repository Administrator.docx 16 August 25 /66



qualiware’

Enabling positive change

I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administrator *

Eile Edit Yiew Favourites Tools Help

qI.ICIIIWCII’ea Repository Administrator Current user: Admin ocourm @

Enabling positive change

Demo > Configurations

General Access Control

Configurations and Private Workspaces

SECTIONS

Metamodels  Roles

Repositories Scripts QIS Settings

dh Create Repository [EE) Clone Repository
All Repositories
I pemo =

Existing:

General
Configurations

Roles

Permissions

Links

) " Manage configurations/private workspaces
QCL Engine Manager

Name: Base Configuratior] x

Addons
Service Qperations Description:
Object Reservations
Audit
Private Workspace: 0
| dk Create | | Remove |

@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

Notes:

- If dumpis planned to be loaded in a newly created repository, all existing configurations will be
deleted.
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3.11 Access Control

- O x
“ 9 http://localhost/QEFDemo/WebModules/RA/Default.aspx -C H 9w QEF Administration Console | 9% QIS Repository Adminis... | | /U"D 25 ‘:—.:’

File Edit View Favourites Tools Help

v [ dm v Safetyv Tools+v @+
quullwﬂre Repository Administrator Current user: Ramin oo @

Crasiegesnes s

SECTIONS . Demo > Access Control

LY etoadets  Roles  Sodpls QIS Seltings Repository

o Creae Repastory ) Flone Repostory

Acoess Mode: Resch-irie

All Repositories

L) Al | setnmsony |

General

Cantguratians Configurations
[ | SO——

Roles
Fermissins e |
Unks

Qct Engine Manager

Aadans

Servce Operations

Ot Reservations v

© qualiware. All rights raserved,
Suppart: suppors 66

Repository can be in Read-Write mode or Read-only

By default all users have access to all configurations in repository. Access can be refined by access control
settings. Access control settings can be defined in order of priority on the following levels: repository, role
and remote repository link. There are the following options for access control settings:

- Use settings for repository (only available on role level). Inherit settings from repository level.

- Use settings for role (only available on remote repository link). Inherit settings from role level.

- May access all configurations. User can access all existing configurations.

- May access the following configurations. User can access only selected configurations.

- Automatically open the newest configuration/private workspace. User is automatically connected
the newest configuration or private workspace.

- Automatically open the newest configuration. User is automatically connected to the newest
configuration.

To change access role settings on repository level, follow the steps:

1. Goto RA -> Repositories -> {Repository} -> Access Control.

2. Click Edit.

3. Select one of configuration access control settings.

4. If May access the following configurations setting is selected, select configurations that
can be accessed.

5. Click Save.
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_ s
N i

(€ ] http://localhost/QEFDEMO/WebModules/RA/Default aspx ] |:]GTM.. | =] QIS R... x ‘@_DAI‘E;. |:]QEM_ ‘;]OIS h_|@&-'m_ ‘ o o
Eile Edit View Favourites Tools Help

v v Safety~ Tookv @~

quu!g_v_q@ Repository Administrator Coment user:  admn oo A

SECTIONS . Demo > Access Control

vetamodeis Roles scrots @issetings [l | Repository

Access Mode: Read virte

A Crmsin Rapontory [ Clons Repoutery
Al Repositories

£ S Resc-Only

Configrmons Configurations
= — Sorfguretion Aeogm 2o
Acoess Wore: M access al conf

R Conliguration Access sccess S conbuisiens
— — Configurations:
- May 200255 e KHOWING CONQUIBNIoNS
Automaicaty opan e N1 condraHON Feate WO
e atomalicaly open e nerest configusation

Service Operatans
Object Reservations
fud
Demo_i

7 Demo_2 B

@l

B San || © Cancal

© Qualiare. All rights reserved.
Suapart: Mo t@usliware.com. 56

< >

To change access role seftings on role level, follow the steps:

Go to RA -> Repositories -> {Repository} -> Roles.

Click Edit in front of the role to configure.

Select one of configuration access control settings.

If May access the following configurations setting is selected, select configurations that
can be accessed.

10. Click Save.

© ® N O

- ol
) hitp://localhost/QEFDEMO/WebModules/RA/Default.aspx - 0_|:]Q5M__ | «|QISR.. X ‘@p“m_ |:']QEFM__ \:]nls mu|@a_.m_ ‘ »I y
Eile Edit View Favourites Iools Help

~ & 0 v Safetyv Tools~ @~

quu!_'!’_g_rg Repository Administrator e = T |

SECTIONS . Demo > Roles

Metamodes  Roles  Sarpts QIS Sottings [l | b add ser ar Grous
A oot Rapstary G Clane Raponstory

P Repoutors ole (R ——
All Repositories
Al Users (group] Defauk Use setting far reostory 4
Demo B
Senenl
A2 [eroup] Use setting far repository 4
Conberatons
Py Configuration Acoess Control
Roks » User or group: A fgroup] Q]
[— Repository rols: _ROLEY 5]
. Configuration access coetral: ~ |se sefting for repostory =

Configurations: Usa seftng ot rapestony
QEL Engine panager
Addons May acoess the folawing confguralions

1 Aulomalicaty open e neves! CoRBDUBNIONILAVate WaSpacs
Automalicaty oper S newess confguration

Service Operations
Object Resarvations

aude

Demo_1 8 S © Cancel.

" pemo_2 Bl
© Qualiara. Al rights reserved v
Suaport: mupoortBoualimare com. 6.5

< >
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To change access role seftings on remote repository link level, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> Links.

12. Click Edit in front of the remote repository link to configure.

13. Select one of configuration access control settings.

4. If May access the following configurations setting is selected, select configurations that
can be accessed.

15. Click Save.

(;><>‘ | http://localhost/QEFDEMO/WebModules/RA/Defaultas ~ C H ‘ﬁQ ‘_ﬂqx ‘ @7D‘ﬂ(1 ‘ 4 ‘ ‘ ﬁﬁ i? {CE}J
File Edit View Favourites Tools Help

] v = mh v Safety v Toos~ @~

®
qu0||ware Repository Administrator Current user: Admin enr () [
Enabiing positive change
SECTIONS . Demo > Links
Metamodels Roles Scripts QIS Settings Repository From Demo To Demo
& creste Repository EE clone Repository Demo_1 Disconnected Disconnected
All Repositories
Demo_2 Disconnected Disconnected &
Demo —
Repository - Demo o x
General
Demo > Demo_1 Demo < Demo_1

Configurations

Configuration Access Control
Access Control

Roles Configuration access control:  [May access all configurations x[~]

Configurations: Disconnect
Use setting for role

Permissions
Links
May access the following cenfigurations

Automatically open the newest configuration/private workspace
Automatically open the newest configuration

QCL Engine Manager
Addons

Service Operations |

Object Reservations

@ Qualiware. All rights reserved.
Support: support@aualiware.com) | [ save || @ Concel |

< >

3.12 Remote Repositories

By default objects in one repository can only have links to other objects in the same repository. Links to
objects in other repositories must be allowed explicitly. To do so, repositories must be linked and
connection established. To link repositories, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> Links.

2. Click Edit in front of the repository to link.

3. Select one of configuration access control settings for forward and backward link.
4

If May access the following configurations setfing is selected, select configurations that can be
accessed.
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5. Click Save.

: _ =
(%()‘ | http://localhost/QEFDEMO/WebModules/RA/Defaultas ~ C H ‘ﬂQ ‘_ﬂqx ‘ @7D‘ﬂ(1 ‘ 4 ‘ ‘ ﬁﬁ ?i? {CE}J

File Edit View Favourites Tools Help

] v = mh v Safety v Toos~ @~

®
quuhware Repository Administrator Current user: AT EEne (7)) [
Enabing positive change
SECTIONS . Demo > Links
GEVGSIONES  Metamodels  Roles  Scripts QIS Settings Repository From Demo To Demo
& creste Repository EE clone Repository Demo_1 Disconnected Disconnected
All Repositories
Demo_2 Disconnected Disconnected 4
Demo —
Repository - Demo o x
General
Demo > Demo_1 Demo < Demo_1

Configurations

Configuration Access Control
Access Control

= Configuration access control: [Ma_y access all configurations x[~]
- Configurations: Disconnect
o Use setting for role

May access the following configurations
Automatically open the newest configuration/private workspace
Automatically open the newest configuration

QCL Engine Manager
Addons

Service Operations |

Object Reservations

@ Qualiware. All rights reserved.
Support: support@aualiware.com) | [ save || @ Concel | Vv
——

< >

Provided repositories are linked, remote connection can be established using Web Forms, QLM or QIS API
and links o objects from other reposiftory can be inserted or opened.

3.13 QCL Engine Manager

QCL Engine Manager is enabled by installing QEM module in Admin Console.
For detailed documentation on installation, updating and configuration of QEF, see the following chapters:
One time configurations inside QEF - Modules installation & updating - QCLE.docx

Repositories and metamodels - One time configuration of repositories - Enabling and configure QCLE.docx

3.14 Addons

Addons are extensions o the basic functionality provided by QIS. There are the following addons exist:
Access Log, Governance Workflow Engine, Social Behavior Warehouse, QChat.

For detailed documentation on configuration of each of the addons, see the following documents:

Repositories and metamodels - One time configuration of repositories - Access Log.docx
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Repositories and metamodels - One time configuration of repositories - Enabling and configure GWE.docx

Repositories and metamodels - One time configuration of repositories - Enabling and configure SBW.docx

3.15 Service Operations

Service operations are operations designed to fix migratfion issues and maintenance issues not directly
supported by the application. Service operations are available at the following location: RA -> Repositories ->
{Repository} -> Service Operations. Below is a list of service operations with descriptions:

1. Replace Language. It is used fo replace language of existing objects. Because change of default
language is not supported, it can be worked around with replacing languages.

2. Use List and Relation List. It recreates object and graphical links respectively.

3. Proxy. Recreates proxy objects in selected repository. Proxy objects are created in local repository
when a link to object in remote repository is created.

4. Xhtml. Rebuilds index used for full text search in XHTML fext.

5. Private Workspace. Fixes issue with inheritance of objects from base configuration to private
workspace.

6. Object Links. Redirect links to another repository. It is used, for example, in case of merging
repositories.

-5
| http://localhost/QEFDEMO/WebModules/RA/Default.a - G| =|QEFAd.. | =|QISR.. * (2 DATEa. ~|QEFAd. = |QISRep..| (= Business..
Eile Edit View Favourites Tools Help
B ~ & m0 v Safetyv Toolsv @~
qua!mlale Repository Administrator Curentuser:  Adwin T ]
SECTIONS Demo > Service Operations
[t “etsmodels Roes scrpts arssetwngs | Repiace Language R
4 CresteResotony [ ione Repostory
s Replaces language of cbjects in repository
- Language to replace:  Engish (United Staes) (en-US) Q|
General New lsnguage:
Contigurations ) Replace.
Access Control
Tk Resolved Objects
Permissions Recreates resoived objects of all reposiory objects. Resolved objects represent nformation about revisions and language variant, for which there was no backing revision created, incuding Private Workspaces. When repository requires resolved
Objects to ba racreated, ntegrey s considered to ba braken.
Unks
 Recrente
QL Engine Manager
Addons
Use List
Recreates use st ik referances) of a reposiory objects:
Otject Reservations
s 5 Recreate
Demo_1 ®
= Relation List
% pemo_2 *
Recreates relationlst (graphical relations) o allGagrams.
3 Recreate
Proxy
Recreates proxy (remate references) of al repository objects with remte ks
© Qualiware. All rights reserved.
Support: support@qualivare.com - 6.6 € Recreate l
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- sIEW
| http//localhost/QEFDEMO/WebModules/RA/Default asp: * & || ~|QEFAd.. | ~|QISR. x (2 DATEa. -~ QEFAd. - QIS m_,|@ausimss,_
File Edit View Favourites Tools Help
E) - <& w0 - Safety v Tools~ @~
quallware Repository Administrator Current user: Admin weors @
Ot s e
SECTIONS Demo > Service Operations
Iecreace
Metamodels  Roles  Scripts QIS Settings M
b Craata Rapostory (5L Chane Repository Proxy
Al Repasitories
o el Recreates proxy (remote references) of all repository objects with remote links.
Genefal A4 te
Configurations. Xhtm
Aooess Control
Recreates xhtmi full-text search catalog.
Roles
Pemissions 3 Receate
Links
Private Workspace
QCL Engine Manager
. Repairs inheritance integrity of default revisions from base configuration (in case they both are shown as default).
e
Olject Resarvations
Object Links
Audit
Demo_1 = Redurects object links from one repository to ancther.
9 Demo_2 = Repasitory, links to that need to be redirected: |- Select a repository - =l
MNew repository ta refer to; — Select  repository — =]
@ Qualiware. All rights reservad.
Support: liwar 6.6 43 Redirect =

3.16 Object Reservations

Obijects in repository are profected from concurrent editing by means of locking and reservation. Object
locks are bound to session and are stored in memory on the server. When session terminates, all locks
bound to session are released. Object reservations are not bound fo session, but user, and are stored in
database. When session terminates, reservations are not released and exist until they are explicitly released
by user. There are situations when it is needed to forcibly release user locks. To do so, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> Object Reservations.
2. Select user whose reservations to release.
3. Click Remove reservations for selected users.
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SECTIONS ... Demo > Object Reservations

Metamodels  Roles Search: [Type in the part of a user login or name here to search ]

Repositories Scripts QIS Settings

dh Create Repository [EE) Clone Repository
All Repositories
ﬁ Demo =

Remove reservations for selected users Remove all reservations

[T] Login Full Name Reservatior

Mo records to display.

General
Configurations
Roles
Permissions
Links

QCL Engine Manager
Addons

Service Operations

Object Reservations

LRI \\ k|| M| Pagesize: 15 E] 0 items in 1 pages

@ QualiWare. All rights reserved.
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4 Repository Panel

Click All Repositories . List of all repositories with main settings, statuses and summary are shown.
Repository Panel provide possibility for massive operations upon repositories:

- updating datastorage versions (after installing newer version),
- disconnecting users,

- changing status (Online\Offline),

- switching mode (Read-Only\Read-Write).

- emptying and deleting repositories,

- assigning Administrator of repository,

- service operations.

Select repositories and choose operations to be performed.
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5 QIS Settings

Default QIS Seftings can be changed manually. Click tab QIS Settings.
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6 Access Log

6.1 Managing Access Log Transaction Codes

Have your customers ever wanted to know how often their employees read documentation? Or maybe
customer wanted to know how often some button in the client application was pressed?

The main idea behind Access Log is recording of events happening during user session. Bundle of
built-in events exists for tracing repository objects lifecycle, such as creating, updating or deleting

repository objects. Such events are recorded automatically by QIS, and just need to be enabled.

Key elements in Access Log are Transaction codes. Each unique event, either built-in or custom, has its own
description in the system. Each description has unique name used as identifier in core products and inside

solutions.

Start using Access Log by open QEF Admin Console and pressing Access Log /Transaction Codes.
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6.11 Configuring Data Storage

Go to Administrafion Console -> Access Log ->Data Storage Settings.
Click Generate Settings or enter settings manually

Click Create Data Storage.

Click Save.

O N
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After pressing OK, we can return to Access Log Transaction Codes section for
6.1.2 Enabling Transaction Codes
At first, only predefined fransaction codes exist. Those are created by QEF and each installed module.
Separation by module allows to have two transaction code with same name for different purposes in
different modules.
Predefined codes cannot be edited, just viewed, and they cannot be deleted.
Transaction code mode can be changed though.
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By default tfransaction code mode is “Write one time per item per session”, what means that only
one record will be created for same modified object in same user session. And there is no reason to change
it, unless you want to stop recording log for specific transaction code.

Switching off the “ReadObject” transaction code, for example, is possible unless customer needs
security audit about who, when and how read repository object attributes.

“Write always” will always log the access code. This mode improves performance a little bit, as the
system doesn’t need to verify if the event is already logged, but it can quickly generate huge log. Usually it

is not important to know how many times during session user pressed Save button, which is why this mode
is not default.

6.1.3 Creating Custom Transaction Codes

Sometimes solution developers have to extend the above-mentioned list with their own transaction code.

Document Name: 5. Repository Administrator.docx 16 August 38 /66



qualiware’

Enabling positive change

e(_:|| =] http://Alocalhost/QEFDEMO/Console/default aspx « G| -|QEF... %] v |QIS Rep.. () DATEa. | ~ |QEF Ad.. | - OIS nq,_|@l_,_g_| "

Eile Edit View Favourites Tools Help

v < m v Safety v Tock~ @~
qualmare‘ QEF Administration Console Current user: Admin Loaour &
ety
 ————— ]

SECTIONS _. Access Log

Welcome and Start Dsta Storage Settings

QEF Configuration o create B 3 Dele

Modules. Hodube Name HMode Description

Data Sources QualiWara Integration Server Wite shvays Test

Active Directory Synchronization Qualiare Integraticn Server e Wirite one time per fem per session Obpect was viewed.

Users and Groups Qualitare Tntegration Server Witz one time per Rem per session Reposiory data was updated.

Sessions Qualiware Integration Server Wirite onie time per Rem per session Object attribute data was updated.

Licenses ‘Qualiare Intsgraticn Server Wit o tme pr e par session Obget revision was restared.

Logging and Monitoring ® QualiWare Integration Server Wiita one time per fem per session Object attibates were raad.

mail Qualiware Integration Sarver Wirite one time per Rem Der sesson Obgect revision was freazed.

_ Qualiare Trtegration Server g Wite one tin per Rem per session Obect revtson was deeted permanently.

— Qualiare Intsgration Semver Wite one tine per em pe session Objet revision was delted.
Qualitare Itegration Server Madule: [QueiWore bogration Server O | e e T P T
QualiWare Integration Server Precefincd ‘Write one time per fem per session Obgect revision was set default in configuration.
Qualiware Integration Server ok O Cancel o Aoply. Write one time per Rem Der session Obsect revision was inchuded Into configuration,
QualiWare Integration Server TE Pt Wirite ome time per fem per session Object revision was excuded from configuration.
Qualiare Tntegraticn Server 65 ChangeCbjectOwnerGroup Update ‘Wirite one time per fem per session Object revision owner group was changed.
Qualiare Intgration Server 65 Clangectjecounsc Update Wit one tine p em pa session bject reviion owner whs changed.

© qualiware. Al rights reserved.
Support: 5upport Baudlimare.com - 6.6

Procedure:

s (] 2 o

Page size: 15 [~ |

e Select code name unique for selected module

e Type should correspond meaning of code, as it will be later used in aggregating stafistics.

e  Description is nice to have for clarity.

Custom tfransaction codes are editable and can be deleted. However deleted code remains in database for
consistency and can be used in further analysis.
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6.2 Writing to Access Log

Once Access Log is configured, there is great temptation to use it. Even though Access Log was created as
universal tool that can be used in any QEF module, now it is used mostly in QIS. So af first

6.21 Enabling Access Log for Repository

Please go to repository addons in QIS RA and enable Access Log there.

- =
°@|m http//localhost/QFF Demo,/WebModules © ~ G ” B0 Q5 Repository Administrator | ‘ m ok 3E
File Edit View Favourites Tools Help
. . -
quallwure Repository Administrator Current user: Admin ocourm @
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Acce og

+ Create Repository @ Clane Repository
All Repositories Repository - Demo o x

Tipemo Access Log Management

General Access Log [ is enabled
Configurations
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Permissions

Links

QCL Engine Manager

Service Operations | K save | @ Cancel |

Object Reservations

Audit

@ Qualiware. All rights reserved.
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Enabling/disabling addon also leaves fraces in Access Log for security reasons. So that users do not switch
off logging without control.

Now all built-in QIS module transaction codes are activated for that parficular repository and SBW
solution can use it for analysis. However, log record can also be written from script.

6.2.2 Writing to Access Log from Script
6.221 C# example

using System.Collections.Generic;
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using Qef.Common.AccesslLog;

using Qis.Common;

using Qis.Common.AccessLog; // Add this namespace, if you want to use extension
methods

using Qis.Common.AttributeValues;

using Qis.Common.Scripting.Events.EventHandlerArguments;

using Qis.Common.Scripting.Events.EventHandlerAttributes;

namespace Qis.Module.Scripts

{

public class TestAccesslog

{

#region Fields

private const string c_descriptionField = "Description”;
private static readonly TransactionCodeld s_descriptionChanged =
new TransactionCodeId("DescriptionChanged");

#endregion

[ObjectChanged("BrowserDiagram™) ]
public static void LogIfDescriptionIsChanged(ObjectChangedEventArgs args)
{

var savedObj = args.Configuration.FindObject(args.ObjectId);

if (savedObj == null)

{

}

if (args.0ldData.Attributes[c_descriptionField]
.Value.GetContent() == savedObj.Attributes[c_descriptionField]
.Value.GetContent())

return;

{
}

return;

// During saving log record,

// you can easily store additional information in key-value way
// Here object name and description are put into dictionary

var extralnfo = new Dictionary<string, string>()

{
{ "Name", savedObj.Attributes["Name"].Value.GetContent() },
{
c_descriptionField,
savedObj.Attributes[c_descriptionField].Value.GetContent()
}
}s

// Sometimes it is convenient to pass object instance
args.Qis.LogAccess(savedObj, s_descriptionChanged);

// And it is possible to add extra information we created before
args.Qis.LogAccess(savedObj, s_descriptionChanged, extralInfo);

// However if you don't have object instance
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args.Qis.LogAccess(
args.Repositoryld,
args.ConfigurationId,
args.ObjectId,
s_descriptionChanged);

// Or if you need absolutely unique record

args.Qis.LogAccess(
AccessSource.Create("InTheMiddleOfNowhere"),
AccessEntryId.Create(args.ObjectId.Revision.ToString()),
s_descriptionChanged);

}
6.2.2.2 QCL example

For generic log record:

local source = 'AlmostQLM

local entryld ='00071;

local transactionCodeld = 'FromQLM},

local extraData = "keyT\tvalueT\nkey2\tvalue2";

WriteToAccessLog(source, entryld, transactionCodeld, extraData);

For object log record:
local transactionCodeld = 'FromQLM;,
local extraData = "keyT\tvalueT\nkey2\tvalue2";

WriteToAccessLogForRepository("Audit Report", transactionCodeld, extraData);
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6.3 Reading Access Log

Sometimes it is necessary to do a manual analysis of the Access Logs. The Social Behavior Warehouse
Module does a good job at providing analysis but this is how you should process if you want to conduct a
manual analysis:

6.3.1 Access Log Database Structure

Access log database contains:

Log table — actual log records

LogData table — contains key-value extra information.

Modules table - contains information about module, from which log record was created.
TransactionCodes table — enumerates fransaction codes that are used in existing log.

IR

6.3.2 Example of Log after Calling Test Scripts
6.3.21 C# Example

When a new fransaction code was is defined and used in script, record appears in TransactionCodes table:

ld  Moduleld Codeld CodeDescription ValidFrom ValidTo IsPredefined CodeType CodeMode
25 25 3 DescriptionChanged No description added yet. 2014-08-05 12:41:46.477 NULL 0 -1 -1

Actual log records are:

id Moduleld Userlo.. Source Entryld TransactonCod... DateTime Session Recurrence  EntryVersion
235 235 3 q 51545854 S b26810c  e56H080-5240-43b5-8cbd-4164(3a81318/7cIbb2dc-edb2- . 25 2014-08-08 11'13.17.253  B629E415-BB68-4150-5956-C86772C16774 3 x0100000000000000
23 236 3 Q InTheMiddieOfNowhere 7cObb2dc-edb2-df77-47d1-5ef31450460 25 2014-08-08 11:13:17.260  B629E415-B6B-4150-8956-CB6772C16774 1 x0100000000000000

As you can see, these two records have fransaction code 25, which matches DescriptionChange.
And first record has recurrence 3, which matches amount of non-custom calls in C# script.

As we added special value for log record, it can be found in LogData table:

Logld Key Value
687 235  Description Test
688 235 Name Audit Planning

6.3.22 QCL Example

When a new fransaction code was defined and used in script, in TransactionCodes table appeared record:

Id Moduleld Codeld CodeDescription ValidFrom ValidTo IsPredefined CodeType CodeMode
26 26 3 FromQLM No description added yet. 2014-08-0512:53:17.273 NULL 0 -1 -1

Actual log records are:

id Moduleld Userlo . Source Entryld TransactionCod . DateTime Session Recurren . EntryVersion
251 251 3 q AlmosiOLM 0001 26 2014-08-06 13:29:36.680 CO0SG6DE-E235-4ADI-B04B-COFO425095. . 1 0x0100000000000000
252 252 3 q A/db515458-8019-4600-94fe-4670b265f0c  b5Sbb3e7-4c30-49bc-9603-67570711df6 26 2014-08-08 13:31:36.000  COD966DE-E239-4AD3-504B-CBF0425095.. 1 0x0100000000000000

As you can see, these two records have fransaction code 26, which matches FromQLM.

As we added special value for log record, it can be found in LogData table:
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Logld Key Value
731 281 key1l valuel
732 251 key2 value2

7 Enabling and Configure GWE
7.1 Preface

This document describes installation of the standard solution Governance Workflow Engine (hereinafter,
GWED.

7.2 Pre-Installation checklist

The document assumes the reader has installed QEF, QIS, Web Forms, RA and QLM.

Before GWE is installed, it is advised that repository is created and configured (see Creation of
repositories.docx and One time configuration of repositories.docx) and QEP is installed (see
Publishing.docx).

User account used to perform the installation must be QEF and QIS administrator.

7.3 Installation of Governance Workflow Engine

Go to RA.

Select existing repository or create a new one.

Go to the Permissions page.

Assign the Supervisor permission to user or group, which will be used to install the solution from

QLM.

O N
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Go to the Addons page.

Select Governance Workflow Engine.

Click Edit.

Check Status so that it is enabled.

Click Generate Settings and then modify the settings according to the needs or enter all settings
manually.

S O N
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Click Create Data Storage.

Click OK.

Start QLM and connect to the repository with user from the step 4.
Click Yes when asked to import GWE objects.

8 Enabling and Configure SBW
8.1 Preface

© ® N O

This document describes the main purpose, structure of Social Behavior Warehouse (hereinafter, SBW), and

its installation and configuration procedure.

8.2 General Information

SBW is designed to collect and report activities performed against data stored in repositories. Collected data

is analyzed, extended and made available by means of charts and reports, part of Analytics metamodel.

SBW helps to answer the following questions:

- What parts of the enterprise knowledge is used by organization?
- Where is the knowledge used? Web, mobile, thick client?
- How active are different parts of organization?
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- How often do employees use core process models to guide them in their day to day operations?

- How much time does it take for a business model to be approved and penetrate the business?
- And other.

SBW is represented as a QIS add-on, which gets its data from repository and Access Log. Configuration of
SBW includes configuring and enabling of Access Log and SBW. Below is a general illustration of how
repository, Access Log and SBW data storages are connected.

|:> SBW Cube datastorage
Social

Behaviour
Warehouse

Repository

datastorage

datastorage

8.3 Pre-Installation Checklist

The document assumes the reader has installed QEF, QIS, Web Forms, RA, QTS and QLM.

Before SBW is installed, the following must be performed:

- SQL Server Analysis Services is installed.

- Access Log is created and configured (see Repositories and metamodels - One time configuration
of repositories - Access Log.docx).

- Repository is created and configured (see Creation of repositories.docx and One time configuration
of repositories.docx).
- Repository is set to use Analytics metamodel.

User account used to perform the installation must be QEF and QIS administrator.

8.4 Installation of Social Behavior Warehouse

5. GotoQISRA

6. Select existing reposifory or creafte a new one.
7. Go to Addons -> Access Log.

8. Click Edit.

9. Check is enabled.

10. Click OK.
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Governance Workflow Engine Sodial Behavior Warehouse

Access Log

Access Logging: @ Enabled

| Edit |

1. Go to Addons -> Social Behavior Warehouse.
12. Click Edit.

NOTE. If “Analytics is not supported by the current metamodel” message is displayed, please check
whether Analytics metamodel is included into the current repository metamodel.

Access Log Governance Workflow Engine Sodal Behavior Warehouse

Sacral Behavior Warehouse is not initialized.

| & Edit |
N

13. Go to SBW Data Storage tab.

14. Click Generate Settings and then modify the settings according to the needs or enter all settings
manually.

Repository - main o x
SBW Data Storage SBW Cube Data Storage Access Log Sync Repository Sync Cube Sync
Social Behavior Warehouse Data Storage
Status: @ Not initialized
DBMS: [Mi{:rusoﬂ 34L Server BJ
Server Name: [(local \MSSQLSERVER2012 =
Database Name: |main
Schema Name: qds_addun_lma\'n_SocwalBehaworWarehnuse
Connection |
Timeout:
Authentication: | Windows Authentication EJ
Login:
Password: sssssnes lk
| # Clear Settings |\ db Create Data Storage || 3¢ Delete Data Storage |
| SQL (Full) I SQL (Changes) |
Addon status: @ Not Initialized | @ Apply & Enable || (. Disable || @ Cancel |

10. Click Create Data Storage tab. Please check that Status changed fo Created.
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1. Go to SBW Cube Data Storage tab. Perform p. 10-11. For the impersonation and cube access details,
refer to the section 4 (Setting up Permissions) of this manual. For each repository its own cube
database should be defined.

Repository - main o x

SBW Data Storage SBW Cube Data Storage Access Log Sync Repaository Sync Cube Sync

Cube Data Storage

Status: @ Created

;‘::’ﬂ: COMNECHON | ovicer=MSOLAP:data source= (Iocal \MSSQLSERVER201 Zinital catalog=main_SocialBehaviorWarehouse:
SBW connection

tring: [4ata source=(local\MSSQLSERVER2012;initial catalog=mainintegrated security=True

[]Impersonate
Login:

Password:

| # Clear Settings || & Generate Settings® || o Create Data Storage || 3¢ Delete Data Storage |

s

Addon status: @ Not Initialized | @ Apply & Enable ||  Disable || @ Cancel |

12. Go to Access Log Sync tab.
13.  Define recurrence schedule if necessary. Otherwise, manual synchronization will be required.

Repository - main o x

SBW Data Storage SBW Cube Data Storage Access Log Sync Repository Sync Cube Sync

Access Log Synchronization

Status: @ Not Initialized
Run status: @ 1dle
Schedule: [ Recurrence

O Hourly
@ Daily
O Weekly
2 Monthly
O Vearly
O Every(! @day{s)

0 Every weekday

®) No end date ) End after1g |5 occurrences
- End bylm/zmﬁ
Addon status: @ Mot Initialized | @ Apply & Enable || Dissble || @ Cancel |

14. Go to Repository Sync tab. Perform p. 14.

15. Go to Cube Sync tab. Perform p. 14.

16. Click Apply & Enable. Close the dialog.

17. Check that Addon, Cube data storages and Synchronization tasks are all Enabled.
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.. main > Addons

Access Log Governance Workflow Engine Sodal Behavior Warehouse QChat

SBW Data Storage

Status: @ Enabled

Provider: Microsoft SQL Server

Connection String: Data Source=(local)\MSSQLSERVER2012;Initial
Catalog=main;Integrated Security=True

Schema Name: qds_addon_main_SodalBehaviorwarehouse

Data Storage Version: 4.2.1

SBW Cube Data Storage

Status: @ Enabled
Synchronization
Start

Job Name Status Run Status Schedule
Access Log Sync @ Enabled @ 1de Manual
Repository Sync @ Enabled @ Ide Manual
Cube Sync @ Enabled @ Ide Manual

| o Edit |

8.5 View Jobs Schedule (QTS)

- If synchronization jobs are defined as scheduled (not manual), they can be seen and edited in Task
Scheduler manager.

- If user edits synchronization job in QTS, changes are not reflected in SBW settings.

- If user changes schedule of SBW synchronization jobs in QTS, jobs are performed according to

qualware Task Scheduler Curentuser wosou =
e
Add lask
! :
SBW - Access log sync Saved o ri /s H X
Repository: Global
Add app execution action  Add module command action
Global, Qis Module Scripts AnalysisSync. SyncAcc Static Method Module Command 7 x
Add simple Iigger | Ad calendar trigger
¥ 1/1/2000, 2:00:00 AM Calendar Fox
SBW - Repository sync Saved e pri/s M x
Repository: Global
A app execution acton | Add module COMMand action
Global, Qis Module Scripts AnalysisSync, SyncRep Static Method Module Command s x
Add simpie trigger  Ada calendar trigger
ol 1/1/2000, 2:00:00 AM Calendar P
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8.6 Setting up Permissions
There are 3 categories of permissions to be set up:

- QIS Access to SQL Server Analysis Services.
- SQL Server Analysis Services access to Repository Data Storage.
- QIS Web Forms access to SQL Server Analysis Services.

8.6.1 QIS Access to Sqgl Server Analysis Services

QIS requires permissions to create Analysis Services database (cube data storage). To provide such
permissions, perform the following:

1. Start SQL Server Management Studio.
2. Connect to Analysis Services.

Connect~ | @l &0 @ “F (2] 4
Database Engine...
Analysis Services... %

Integration Services...

Reporting Services...

D E g

Azure Storage...

3. Right-click Analysis Services database and select Properties.

El /B (local)\MSSQLSERVER2012 (Microsoft Analysis Server 11.0.5058.0 - QUALIWARE degre
1 Databases Connect...
3 Assemblies Disconnect

Register...
New Query  »

Policies 3

Facets

Start
Stop
Pause
Resume

Restart
Reports 3

Refresh

Proper‘tieL\\

4. On Security tfab add user account used fo access/create Analysis Services database to server-wide
administrators. This account may be specified in Cube Data Storage seftings via connection string.
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Analysis Server Properties - olEN
Selecta poe D sowr = Qe

= ot e o grun o
 Sacuty usen

Sarvar admiaratony
GUALIARE dme

NT SERVIZE\SQLAomrt M SOLSERVERZ 2
QUALIWARE LAMARIABTS
UADIMAR tet

Connecion

Server
focall\MSSALSERVERZOT?
Correctin,
GUALI

NOTE: It is advised to use Integrated Security for security reasons. Thus, the account used fo
access Analysis Services would be QIS server account, and may be found using Task Manager.

5. In case the user cannot be found via “Add..” dialog, click Script -> Script Action fo New Query
Window and type in the account by hand.

agl Analysis Server Properties - =
Select a page SSCﬁDT E|L‘jHe-|p

2 Irformation
e ?;iﬁgemumm & Script Action to File CirlaShiftsF 1 10 3 Useroragoup of
[E% Script Action to Clipboard Ctrl+Shift+C
[ Script Action to Job Ctrl+Shift+M
</Member:
<Member:
<Name>QUALIWAREWUAMARIABLS < /Name>
</Member:
<Member:
<Name>IIS Users\AppPool</Name:
</Member:
</Members:

8.6.2 SQL Server Analysis Services access to Repository Data Storage

During cube processing, triggered either manually via QIS RA, SQL Server Management Studio or
automatically per specified schedule, cube is filled by the data formed from the repository data storage and
SBW data storage. For this operation to succeed, Analysis Services needs read-only permissions to these
data storages.

To add such permissions, perform the following:

1. Start SQL Server Management Studio
2. Connect to Database Engine, where Repository and SBW data storages are located.
3. Expand Security node. Right-click Logins, select New Login.
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= La (local\MSSQLSERVER2012 (SOL Server 11.0.3038 - QUALIWARE\dmre)
1 Databases

= [ Security

(=R} Logins
&, #% ew Login... in#E
p o
& FF e v ¥
& gn
A NT Start PowerShell
- I —
o Reports 3 R2012
AN T [RVER2012
A NT Refresh
S NT SERVICEUWinrgrmt
&

QUALIWARE\dmre

4. Add account used by analytical processing to access repository and SBW data storages.
NOTE: In case impersonation is not used, it is the account Analysis Services is running under. To
identify this account please go fo Task Manager and see the user for msmdsrv.exe process.
Otherwise, it is the account specified for impersonation (please note that this account may be only
windows account. not SQL server account).

5. Expand repository database.

6. Expand Security node. Right-click Users and select New User.

= 3 Security
(=g ] Uze
B d % MNew User...
1% g Filter v
|,_l.*l_ Ir —_———————
|,_l_",_ s Policies 3
1 Role: Facets
(3 Sche Start PowerShell
3 Asyn - |
[ Certi Reports 3
3 Symu N —
£ Data Refresh

7. Add user specified in step 4.
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T Database User - New - o
Selectapae . "
Scipt (74 Hel
% Genersl Ssowt - [Hee
2 Ouned Schemas
& Membership Usertype:
2 Secirables Windows user v
2 Bended Properties
Username.
UADIMART \de1
Login nme
UADIMARI \de 1
Defaut schema
Connection

Server
(local)\MSSQLSERVER2012

Cornection:
QUALIWARE\dmre

7 View connetion properies

Progress
Ready

0K Cancsl
8. On Membership tab check db_datareader permission.
T} Database User - New
55!2?;? 5 Seript > I Help
E“ Owned Schemas
A Membership Database role membership:
2 Securables Role Members

|2 Bxtended Properties db_accessadmin

db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_derydatawriter
db_owner
db_securityadmin

9. Click OK.

8.6.3 QIS Web Forms access to SQL Server Analysis Services

In order for SBW to work from solution, additional permissions need to be given to QIS Web Forms to access
Analysis Services. To do this, execute the steps in section 4.1 for QIS Web Forms user account.

To identify QIS Web Forms user account, perform the following:

1. Start Internet Information Services Manager
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Internet Information Services (/IS) Manager

@) PC-DMRE Home

Fiter 1 Show All | Group by Avea
P ET
+ 3
NET BETErer
jiwon  Beges Glo
. =
1 Sharepoint? Dev_OFF f:: B & . 1
MacheKey Pogesand  Frovides  SescnState SMITP E-med
Cornrts
-
R a -l =5 B
=) 2 @
Athenic.. Ausorait.. Compression Defnun  Destory  EnorPages

2. Expand Sites. Find application, related to current QEF instance.
Expand WebModules.

4. Right-click WebForms -> Manage Application -> Advanced Seftings...

W

4-%5 PL-UNMKE (QUALIWAKE\dMrE]

Filter:
-[5} Application Pools L I
a-[6] Sites ASP.NET
4 & Default :5%
> (¥ QEF i
- (¥ QEF UT NET
PRE X2 Authorizat... Cor
b (¥ Console l',“a [
4 WebModules ]
» [ ] QIS Repository Administrator {NET Users ~ Apy
».[] QIS WebForms St
».[] QTS Manager o
> [ QTSMm E|
b-E¥ RA SMTP E-mail
- [ ¥ WebForms
» (F CisWebRA B Explore
-2 Sharepoint?_Dev, Edit Permissions... s
Add Application... i&,
Add Virtual Directory... Authentic... Aut
I
| Manage Application S Browse
G1  Refresh et S e, !
K Remove HTTP |
Redirect  Re
Depley 3
[ Festres viea |

(= Switch to Content View

teadh

5. Check the Application Pool value.
Go to Application Pools.

7. The “Identity” set for the application pool is the user account that needs

access to Analysis
Services.

&= pc|
<-g PC DMR_E (QUALIWARE\dmre] This page lets you view and manage the list of application pools on the server. Application pools
. Application Pools associated with worker processes, contain one or more applications, and provide isolation amon
-[@] Sites different applications.
Filter: - Go % Show All | Group by: Mo Grouping 4
MName Status MET CLR V... Managed Pipel... Identity
L2} Default Started w40 Integrated QUALIWARE\dmre
5} main Started w40 Integrated QUALIWARE\dmre
QQEF Started vil.0 Classic QUALIWARE\ drmre
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8.7 Uninstalling Social Behavior Warehouse

1. Open QIS RA.

2. Select existing repository.

3. Go to Addons.

4. Select Social Behavior Warehouse tab.

5. Click Edit.
Repository - main o x
SBW Data Storage SBW Cube Data Storage Access Log Sync Repository Sync Cube Sync

Social Behavior Warehouse Data Storage

Status: @ created

DBMS: Microsoft SQL Server B
Server Name: (local)\MSSQLSERVER2012 E
Database Name: |main

Schema Name: qds_addun_lmain_SumalBehaviurWarehuuse

Connection |

Timeout:

Authentication: Windows Authentication E

Login:

Password: sesssese

| 3% ClearSettings || ./ Generate Settings* || o Create Data Storage || 3¢ Delete Data Storage |

( 4 sqL (Ful) || ¥ sqL(Changes) |

Addon status: @ Enabled | @ Apply & Enable ‘H' © cancel |

6. On Access Log Sync, Repository Sync and Cube Sync tabs uncheck recurrency.
7. Click Apply & Enable.
8
9

Click Disable.
. On SBW Data Storage tfab, click Delete Data Storage.
10. On SBW Cube Data Storage tab, click Delete Data Storage.
1. Close the window.

9 Enabling and Configure QCLE
9.1 Preface

This document describes steps necessary to create, configure and enable QCLE instances.

9.2 Prerequisites
In order to setup QCLE instances, the following requirements must be met:

- QIS module is installed and running;
- QCLE module is installed and running;

- RA module is installed and running.
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9.3 Configuration of QCLE Execution Pool

1. Go to RA -> Repositories -> {Repository} -> QCL Engine Manager.
Click Edit.
Enter user login and password.

Note: It is considered best practice to create a single separate user for QEl instances with QIS
Administrator role in order to use it as a part of QEl publishing process, since it is generally
operated via QualiWareSetup which is user-specific.

4. Optionally, enter path to QLM models folder. It must be an absolute path on the server, where
QCLE module is running. In case it is absent, default path will be used.

5. Optionally, enter path to QLM executable file. It can be absolute or relative. In case it is absent,
default path will be used.

6. Click Save.

—
°@|m http//localhost/QEFDemo/WebModules O ~ € ” I QIS Repository Administrator | ‘ 1k IE

File Edit View Favourites Tools Help

quullwore‘) Repositol’v Administl’ator Current user: Admin ocout @

Enabling positive change

SECTIONS I ... Demo > QCL Engine Manager

Metamodels  Roles  Scripts JSEENNSsliy e o x

Create Reposit Clane R i
4k create Repostory EicencReres o) Engine Manager

All Repositories odels\qwc32.exe

Path to QLM executable (qwc32.exe): ‘C:\Program Files\QualiWare\QLM\models\qwe32.exe

E Demo
Qd Execution Instance Username: LAdmm

General odels

Qd Execution Instance Password: ‘.nn

Configurations QLM Models Folder: ‘C:\Program Files\QualiWare\QLM\models
Roles
Permissions
Links

QCL Engine Manager

Addons 5 Models folder path QFT exe

Object Reservations

| [l save || @ Cancel |

Audit

@ Qualiware. All rights reserved.
Support: support@qualiware.com - 6.3 | W] 4 \\ ¥ || ¥ | Pagesize: [15 B 1 items in 1 pages

9.4 Configuration of QCLE Instances

In order to add or edit QCLE instance, follow the steps:
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1. Go to RA -> Repositories -> {Repository} -> QCL Engine Manager.

2. Toaddanew QCLE instance, click Add, or to edit existing QCLE instance, select specific instance
and click Edit.

3. Select configuration to connect to.
Enter user login and password.

Note: It is considered best practice fo create a single separate user for QEl instances with QIS
Administrator role in order to use it as a part of QEIl publishing process, since it is generally
operated via QualiWareSetup which is user-specific.

5. Optionally, enter path to QLM models folder. It must be an absolute path on the server, where
QCLE module is running. In case it is absent, default path will be used.

6. Optionally, enter path to QLM executable file. It can be absolute or relative. In case it is absent,
default path will be used.

7. Click Save.

I http://localhost/QEFDemo/WebModules 2 + & I QIS Repository Administratar

Eile Edit Yiew Favourites Tools Help
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Current user: Admin Locour m @

Repository Administrator

SECTIONS

Metamodels  Roles

Repositories

Scripts
@ Clone Repository

QCL Engine Instance Configuration

b Create Repository
All Repositories

Id:
Cor ion: [Base Configuration E]

Mmodels\gwc32.exe

?Demo

General
Configurations
Roles
Permissions

Links

Addons
Service Operations
Object Reservations

Audit

QCL Engine Manager

Username:
Password:

QLM Models Folder:

QFI Executable Path
(optional):

[QuaIiWare Administrator (Admin) [user]

Mmodels

|C.'LPngmm Files\QualiWare\QLM\models

|C.'LPngmm Files\QualiWare\QLM\models\gwc32.exe

latus Models folder path

@ QualiWare. All rights reserved.
Support: support@gualiware.com . 6.2

| E save || @ Cancel |

() o1

[ page size

0items in 1 pages

In order to delete QCLE instance, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> QCL Engine Manager.
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2. Select specific instance and click Remove.

s
°@|m http//localhost/QEFDemo/WebModules O ~ € ” I QIS Repository Administrator | ‘ 1k IE
File Edit View Favourites Tools Help
quullwareg Repositol’v Administl’ator Current user: Admin ocout @
Enabling positive change
SECTIONS ... Demo > QCL Engine Manager
Metamodels  Roles  Scripts QIS Settings QCL Execution Pool Configuration
ol Create Repository [k clane Repository
All Repositories aﬂgg_g:ﬁ::m QFT executable C:\Program Files\Qualiware\QLM\models\qwc32.exe
E' Demo = Qdl Execution Instance Username: Admin
General QLM Models Folder: C:\Program Files\Qualiware\QLM\models
Configurations
Roles (& Edic|
Permissions
Links Instances
QCL Engine Manager I O start stop {¢Edit dF Add 3 Remove
Addons Configuration user Auto-start  Status Models folder path QEI exe
Object Reservations
Audit
@SgupQ:jrl‘;\:N:Je‘ glrlt';g:taslhfas:iar.vcz‘lj'r; 6.3 [ W] \\ ¥ || | Pagesize: [m 1 items in 1 pages

9.5 Working with QCLE Instances

QCLE instances may be either enabled or disabled. Whenever QCLE instance is enabled, QCLE module will
automatically restart the specified instance upon unexpected crashes. Disabled instances are stopped by
QCLE module and are not run.

QCLE module also monitors QCLE instances for configuration changes (e.g. user password change) and will
automatically stop/start erroneous/correct instances in case they are in “enabled” state.

In order to enable QCLE instance, follow the steps:

1. Go to RA -> Repositories -> {Repository} -> QCL Engine Manager.
2. Select specific instance and click Start.

After these steps, the following is expected:

- Instance “Auto-start” property is set to “Enabled”
- Instance “Status” property is set to either “Starting” or “Running”
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- After several seconds upon page refresh, instance status should say “Running”. If it is not so, see
General Troubleshooting.

In order to disable QCLE instance, perform the following steps:

1. Go to RA -> Repositories -> {Repository} -> QCL Engine Manager.
2. Select specific instance and click Stop.

After these steps, the following is expected:

- Instance “Auto-start” property is set to “Disabled”
- Instance “Status” property is set to either “Stopping” or “Stopped”

- After several seconds upon page refresh, instance status should say “Stopped”.

9.6 General Troubleshooting

Q: Whenever QCLE instance is started, it gives the following message:

— s
e@|m http://localhost/QEFDemo/WebModules 2 ~ & ” I QIS Repository Administrator | ‘ N ok IE
Eile Edit Yiew Favourites Tools Help
L - - -
q l.ICIIIWGre RepOSItorv Administrator Current user: Admin ocourm @
Enabling positive change
SECTIONS Demo » QCL Engine Manager
GGG Metamodels  Roles  Scripts QIS Settings QCL Execution Pool Configuration
b Create Repository [EE) Clone Repository
All Repositories (ingg_gig:m EER C:\Program Files\Qualiware\QLM\models\gwc32.exe
ﬁ Demo = Qd Execution Instance Username: Admin
General QLM Models Felder: C:\Pragram Files\Qualiware\QLM\models
Configurations
Roles
Cannot start instance: configuration errors, Instance ID:
Permissions L "e3e1d028-da52-4c03-b5c8-633d6dBea3 16"
Links
QCL Engine Manager
L OK ]
Addons o-start  Status Models folder path QT exe
Service Operations # - Non-existent configuration - Admin @ Disabled @ Stopped
Object Reservations
Audit
@ QualiWare. All rights reserved.
Support: support@aualiware.com - 6.3 [ [« [L]) () Pagesize:[15 [+] 1 items in 1 pages

Additionally, the instance icon is grey.

A:lcon to the left is used to show whether the configuration for the specific instance is correct. In case of
correct configuration green mark will be seen; otherwise, it is gray:
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— s
e@|m http://localhost/QEFDemo/WebModules 0 ~ & ” I QIS Repository Administrator | ‘ N ok IE
Eile Edit VYiew Favourites Tools Help
@
q uu!!ﬂﬂﬁ Repositorv Administrator Current user: Admin ocourm @
SECTIONS . Demo > QCL Engine Manager
GGG Metamodels  Roles  Scripts QIS Settings QCL Execution Pool Configuration
dh Create Repository [EE) Clone Repository
All Repositories (ingg_gig:m QEI executable C:\Program Files\Qualiware\QLM\models\qwc32.exe
.. Demo =l Qd Execution Instance Username: Admin
General QLM Models Felder: C:\Program Files\Qualiware\QLM\models
Configurations
Roles [
Permissions
Linke 1 Instances
QO Engine Manager I Start Stop edit dF Add Remove
Addons Configuration User Auto-start  Status Models folder path QEI exe
Service Operations # - Non-existent configuration - Admin @ Disabled @ Stopped
Object Reservations
Audit
@ QualiWare. All rights reserved.
Support: support@agualiware.com . 6.3 (oM |4 \\ » || M| Pagesize: [15 [] 1items in 1 pages

Incorrect instance configuration may mean one of the following:

- Specified user and/or password are invalid.
- Specified configuration no longer exists in the repository.

- Current repository is in offline mode.
In order to proceed, please verify that these parameters are correct and refresh the page.
Q: Instance is always in “Starting” state.

A: This may be caused by several reasons:

- Instance has exited right after start due to misconfiguration or crash;
- Instance cannot maintain contact with either QEF, QIS or QCLE module.

Please verify that QEF address and port are correctly configured for QCLE instance executable.

Try to start it manually and connect to the particular repository and configuration pair using QCLE
instance credentials.

If that does not help, please check for errors in either QEF Log or Windows Event Log.

Q: QCLE module is stopped when started together with QIS.
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A: QIS upon start takes some fime to prepare metamodels and compile scripts; if it does not respond in 30
seconds timeframe, QCLE module shuts down. Restarting the module will fix the problem.

9.7 Appendix A. Error Messages

These error messages may appear in QEF log or in RA.

Message

"QCL Engine Instance with ID=".." did
not respond in timely fashion and
was stopped.”

Error checking hanging QCL Engine
Instance with ID="..

Error executing operation.

Could not stop QCL Engine Instance
with erroneous configuration.

Error starting QCL Engine Instance
having correct configuration

Error checking hanging QCL Engine
Instance with ID="..!

Cannoft start instance: repository is
offline.

Instance is already running.

Cannot start instance: configuration
errors.

Cannot modify running instance.

File path does not exist. File: ...

QCL Engine Instance with id ="..!
exited right after the start. Check
QEF logs to see if there is anything
wrong.
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Meaning

QCLE Instance couldn’t connect to QCLE module. Please verify
QCLE module configuration or Windows Error Log for
unexpected errors. It may be also that incorrect executable is
started, which doesn’t maintain connection to QCLE module.

Generic error. Please see error description for additional info.

Generic error when starting/stopping QCLE instances when their
configuration has changed (e.g. user password was changed -
QCLE instance configuration became erroneous). Please see
error description for additional info.

QCLE module was unable to stop QCLE instance which had
configuration change fo erroneous. Please see error description
for additional info.

QCLE module was unable to start QCLE instance which had
configuration change fo correct. Please see error description for
additional info.

Error happened when QCLE module was checking up on hanging
QCLE instances.

QCLE module is unable to start instance for offline repositories.
Please set repository to online mode.

QCLE module can't start already running instance. If instance is
not currently running, please restart QCLE module.

QCLE instance has erroneous configuration. Please check
whether repository is online, configuration exists and is
accessible with specified credentials.

QCLE instance can't be modified when it's enabled. Please,
disable QCLE instance and perform the modification.
Specified QCLE instance executable path is incorrect or
inaccessible. Please verify that path exists and is accessible by
QCLE module.

QCLE instance exited right after start. Please refer to General
Troubleshooting section.
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Couldn't auto-start QCL Engine QCLE module couldn't restart some instances upon start. Please
Instance with ID =" see error description for additional info.

10Data Migration

Previous sections describe how to create new metamodels and repositories. In this section we will describe
how to migrate data from other QualiWare installations.

Since all user data is contained in repositories, moving repositories is the main subject of this section.
Moving repositories may be used in the following cases:

e  Moving one or more repositories to a different database server.
Note that this operation might instead be done using backup and restore options on database
server in many cases.

e Updating QualiWare systems from systems not based on QualiWare Integration Server (QIS).
Normally QLM 52 or earlier.

e Fixing incorrectly created repositories (rare cases).

Moving repositories is not needed in the following cases:

e Upgrading a QualiWare system from another QIS based system.
e Moving QEF/QIS/QLM installation to a different server.

10.1 Move a Repository

When a repository is to be moved, only the content is actually moved. The new repository has to be created
and configured manually first. Then data is dumped from the old repository, and finally loaded into the new
repository.

10.1.1 Collect Information

When creating the new repository it is necessary to have basic information about the old repository ready.
The following information should be ready:

e Repository ID.

e Metamodels used.

e All working languages of repository

e [f migrating from non QIS versions of QLM, it is important to note the meaning of the special
language none/O. That is the language actually used to name and describe objects of the none
language.

10.1.2 Create and Configure the New Repository

The new reposifory is created as normal in QIS RA (see section “Creation of repositories”. It is not a strict
requirement that the repository ID is the same as in the old repository, but it is recommended to do so if
possible.
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Note that it is important to match the old repository’s language configuration correctly. In QIS versions of
QualiWare, languages are defined by a fext string with the format language-LOCATION. Examples are en-
US, en-GB, nb-NO.

Here there are three cases:

e Migrating from newer QIS versions (5510 - 6.0)
e Migrating from early QIS versions (557 - 55.10)
e  Migrating from non QIS version of QLM

10.1.2.1 Migrating from Newer QIS Versions (5.5.10 - 6.0)
Please configure the languages of the new repository exactly as the languages for the old repository.
10.1.2.2 Migrating from Early QIS Versions (5.5.7 - 5.5.10)

In early versions of QIS there existed some additional languages, without location. Examples are “en” and
“de”. These languages cannot be used with QualiWare 6.0.

Currently there exists no automatic system for resolving this case. Please contact QualiWare support for
help if the languages in the old repository has this format.

These QIS versions also had support for valid languages (en-US etc). In this case, simply continue like
described in previous section.

10.1.2.3 Migrating from non QIS Version of QLM

In non QIS versions of QLM, language is defined by a number. This number is automatically franslated when
loading dump file into QIS version. However in these versions there was a special language called “none”
with the number O, which was always default. When loading the dump, this language is translated to the
default language of the new repository. This can lead to a conflict in case the chosen default language in
the new repository also exists explicitly in the old repository:

Old repository New repository

Language Object content Automatic mapping Language Object content

0 (None) English en-US Empty

1031 (de-DE) German \‘t de-DE Mixed

3082 (es-ES) Spanish es-ES Spanish >

The above illustration shows an example of such a conflict. The default languages are written in bold.
Because both 1031 and none will both be mapped to de-DE in the new repository, the conflict arises and the
load will fail.

The key insight here is that the default language in the new repository should be chosen as the language
that none represented in the old repository (English in above example). The correct language configuration
for the new repository is shown below:
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Old repository New repository

Language Object content Automatic mapping Language Object content

0 (None) English > en-US English

1031 (de-DE) German > de-DE German

3082 (es-ES) Spanish es-ES Spanish >

10.1.3 Dump Data from the Old Repository

Finally make a dump from the old repository.
In non QIS versions of QLM this is done from inside Repository Administrator (RA:

e Select repository on the graph.
e Go to tools -> Import and Export -> Dump data from selected repository.

In QIS versions of QLM (5.5 and newer) connect to repository with QLM, then go fo:
e  File -> Import and Export-> Copy repository to dump file

This will create a file with the repository contents, and possibly a folder. The folder contains some special
large objects, used for the QualiWare Document Manager (QDM) system.

10.1.4 Load Dump in the New Repository

Before starting the dump load following should be checked:

e The new repository is empty
e The new reposifory is in offline state
e There is a user will all permissions for the repository as defined in QIS RA

To load the dump in the new repository, open the special dump load tool.

If the load process is started directly on the server where QLM is installed, the dump load tool can be
started from the “QLM Dump Loader” shortcut in the QualiWare section in the start menu. If the load
process is started on a different PC, please run the executable “QImDumpload.exe” from the QLM models
folder.

This will prompt you to login fo the new repository. Once connected, the tool will check that the repository
is empty. If the repository is not empty it will show a warning dialog:

Repaository is not empty.
This is nermally a problem when loading a dump.

Do you want to continue?
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It is highly recommended to only load dumps into empty repositories. If the repository is not empty, it can
be emptied by deleting and creating the data storage in the Data Storage Setftings for the repository in QIS
RA.

The dump loader tool will ask for a dump file to load. Please choose the dumpfile and press open.

If everything is ok, the load will now run. Please note that loading dumps can be very long running
operations. The dump loader tool will notify you when it is finished.
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